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Chapter 1
Introduction

Kerio Operator is a telephone exchange (PBX) for small and medium enterprises which enables
you to make calls using the SIP protocol or standard digital telephony ISDN (PRI/BRI). Besides
management of very calls, Kerio Operator allows to create conferences, manage queues of
calls, use scripts of an automated operator as well as for example configure specific types of
hardware IP telephone devices. In short, Kerio Operator is a complex solution for your Internet
telephony.

You can get Kerio Operator either as a hardware device or as a software application.

Kerio Operator is based on the Asterisk open-source telephone PBX (for details, see the official
website at http://www.asterisk.org/).

1.1 Additional documentation
In addition to this document (Kerio Operator, Administrator’s Guide), the following

documentation goes hand in hand with Kerio Operator:

e Kerio Operator, Step-By-Step Guide — this document focuses on installation and basic
configuration of the Kerio Operator PBX.

e Kerio Operator Box, Installation Guide — this document focuses on installation of
Kerio Operator Box.

e Kerio Operator, User’s Guide — this document focuses on installation and
configuration of software phones and the Kerio MyPhone interface.

Besides the documentation, you can also target various issues by referring to:

e The context help is built in the product (see chapter 3.3).

e Product forum — in this discussion, you can encounter experience and problems of
other administrators using the same product. You may find a working solution for
your issues here.

¢ Knowledge Base — here you can find a set of articles troubleshooting particular
problems.


http://www.asterisk.org/
http://manuals.kerio.com/operator/sbsguide
http://manuals.kerio.com/operator/setupguide
http://manuals.kerio.com/operator/userguide

Chapter 2
Installation

The installation of Kerio Operator differs for:
e Kerio Operator — the software version available as an ISO image.

e Kerio Operator Box — the PBX on a special hardware.

2.1 Kerio Operator
To install Kerio Operator, you need a computer with the following minimum hardware
configuration:

e CPU 1 GHz,

e 512 MB RAM,

o 8 GB free disk space,

¢ Ethernet card.

You obtain Kerio Operator as a standard ISO image which you need to burn on a CD. Boot
from this CD and install the Kerio Operator operating system. The Kerio Operator PBX is also
installed during the process.

2.1.1 Network Connection
After booting the system, a console with the IP address for Kerio Operator is displayed.

If you use a DHCP service on your network, Kerio Operator will be assigned an IP address
automatically and will connect to the network. If you do not use or do not wish to use DHCP
for Kerio Operator, you have to set the IP address manually.

The current network configuration is displayed (and can be changed) in the Kerio Operator
console in section Network Configuration. To set a static network address:

1. Select the Network Configuration option in the console menu.

2. In the network interface in which the PBX should communicate, select the Assign static
IP address option and enter the IP address, subnet mask and gateway and DNS server IP
addresses.



2.2 Kerio Operator Box

If you know the IP address of Kerio Operator, you can use the web interface to connect to it
and configure it (see chapter 3).

Warning:

Immediately after you connect Kerio Operator to the network, we recommend to read
chapter 5 concerning the security measures. Meeting security principles for Kerio Opera-
tor operation is extremely important. If the PBX is not protected appropriately by a firewall
and supporting security rules, your internal telephone extension can be misused which may
result in unexpected financial costs.

2.2 Kerio Operator Box

Kerio Operator Box 1000 series is an appliance which includes:
e CPU Celeron 1,5 GHz,
e 2 GB RAM,
e 8 GB Industrial-Grade CompactFlash
e external source
Kerio Operator Box 3000 series is an appliance which includes:

CPU Pentium Core Duo 2,4 GHz ,

2 GB RAM,

16 GB Industrial-Grade CompactFlash,

Suitable for rack,

1 slot for a PCI card where you can optionally insert:

e ISDN PRI (Primary Rate Interface) also know as T1 or E1 — Digium TE122 (1
PRI port),

e ISDN BRI (Basic Rate Interface) — Digium B410P (4 BRI ports).



Installation

For detailed information on connecting the device into the network, see the
Kerio Operator Box, Installation Guide manual.

2.2.1 Network Connection

Upon the first start, the appliance has a static IP address set to 10.10.10.1. There are two
ways to change the configuration:

¢ in the console — use an ethernet cable to connect to the console. In the console menu,
select the Network Configuration option and chnage the configuration.

e in Kerio Operator Web Administration in section System — to connect to the interface
(see chapter 3).

To connect to Kerio Operator, set the following TCP/IP parameters on your computer:

e JP address: 10.10.10.2
e Subnet mask: 255.255.255.0

Note: To shut down the appliance:

1. Connect to Kerio Operator via the console and select the Shutdown command.

2. Kerio Operator série 1000 will shut down.
Kerio Operator série 3000 will stop the server, however, the physical appliance stays
switched on. Wait until you are not able to connect to Kerio Operator via Kerio Opera-
tor Administration and turn the appliance off using the pwr on the appliance.

10
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Chapter 3
Interfaces for communication

Kerio Operator offers two web interfaces: for administrators (Kerio Operator Administration)
and for users (Kerio MyPhone). We recommend the following browsers to connect to the
interfaces:

e Firefox 3.0, 3.5 and 3.6
e Internet Explorer 7 and 8
e Safari 4 and 5

Web interface are currently localized into Czech and English. You can change the language in
the top right corner in each interface. The default mode is set to automatically recognize your
browser’s language settings.

3.1 Kerio Operator Administration

In Kerio Operator Administration, the administrator can configure the Kerio Operator server.
For security reasons, use only HTTPS to connect to the interface. The protocol uses a
non-standard port 4201. However, Kerio Operator’s IP address or DNS name entered in your
browser’s address bar is sufficient to connect to the interface. The protocol and the port are
automatically redirected correctly. The URL has the following form:

https://Kerio.Operator.IP.Address:4021/admin
as you can see in the examples below:
https://192.168.10.1:4021/admin

If the URL is entered correctly, your browser displays a warning about a SSL certificate. After
the installation, Kerio Operator creates a certificate which is not signed by a trusted certificate
authority — it is a self-signed ceritiface (for more information, see chapter 19). Since you
know the certificate can be trusted, you can add the security exception and continue to a login
page.

A dialog is displayed where you can enter the login data for the first account in Kerio Operator.
The name is automatically set to Admin, you enter a password. Remember the the information
to login to Kerio Operator Administration (see figure 3.1).

Once you create the account, a login page for Kerio Operator Administration appears. Enter
the username and password you created earlier (see figure 3.2).

11



Interfaces for communication

Create Administrator Account @

. Please set up the password For the administration account,

IUsername: | Adrmin |
Password: | YT |
Zonfirm password: | YT |

Figure 3.1 Creating administrator’s account

Kerio Operator

Administration

Username

Password

Lagin

Figure 3.2 Connection to Kerio Operator
To change the password, use the following steps:

1. Login to Kerio Operator using the HTTPS protocol (for example
https://operator.company.com/admin).

2. Go to section Configuration — Users.

3. In the user list, select the administrator account you under which you are logged in and
double-click on it.

4. On the General, change the password. Repeat your new password to confirm the change.

12



3.2 Kerio MyPhone

3.2 Kerio MyPhone

Kerio MyPhone interface allows the users to access
http(s)://Kerio.Operator.IP.address

or

http(s)://Kerio.Operator.DNS.name

If the URL is entered correctly, Kerio MyPhone login page is displayed (see figure 3.3).

Kerio Operator

MyPhone

Username

Password

Lagin KEEp me logged in

Figure 3.3 Connection to Kerio Operator

3.3 Context Help

The Kerio Operator web intereface includes a built-in context help. Use the context help
especially when you are not sure what to enter in a field or whether to check an option.

The context help can be displayed by clicking on the question mark in the top right corner of
the main window (figure 4.1) or a dialog (figure 6.7).

13



Chapter 4
Product Registration and Licensing

Once purchased, Kerio Operator must be registered. For registration of Kerio Operator, go to
the administration interface (chapter 3.1) or to the official Kerio Technologies website.

If Kerio Operator is not registered, it behaves like a trial version. The trial version of Kerio
Operator is not limited in functionality, it only expires after acertain period of time. After 30
days, Asterisk configuration files in Kerio Operator cannot be changed. Users will be able to
make calls via Kerio Operator but no changes in Kerio Operator Administration will be allowed
(for example, you will not be able to add new users and extensions).

This means that the trial version of Kerio Operator differs from the registered version only in
time of functionality. This should be sufficient time (30 days) to test the product in the regular
environment. It is not necessary to reinstall or reconfigure Kerio Operator after registration.

4.1 Product registration at the website

Web registration can be performed at the Kerio Technologies official website
(https://secure.kerio.com/reg). This registration method is useful especially when
Kerio Operator cannot access the Internet.

Against the registration, you will receive a licence key (the 1icence.key file including the
corresponding certificate) which must be imported to Kerio Operator. For detailed information
on the import of the license key, refer to chapter4.3.

Note: The trial version of Kerio Operator cannot be registered via the website.

4.2 Registration in the administration interface

In Kerio Operator Administration, it is possible to make the registration using the link on the
main page which is always displayed immediately after you login to Kerio Operator Adminis-
tration.

Warning:

If Kerio Operator is protected by a firewall, it is necessary to allow outgoing HTTPS traffic
for Kerio Operator at port 443. Unless HTTPS traffic is allowed, Kerio Operator cannot use
the port to connect to the Kerio Technologies registration server.

When installed, the product can be registered as trial or as a full version.

14
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4.2 Registration in the administration interface

Why should | register the trial version?

The trial version is intended to allow the customer to become familiar with the product’s
features and configuration. Once you register the trial version, you will be provided free Kerio
Technologies technical support during the entire trial period (up to 30 days).

| Kerio Operator Administration + .

2! Kerio Operator
= 08 Configuration
3 Users
'-_ Extensions
B Frovisioned Phones
@ Dial Plan
& call Routing
8 Conferences
fa Call Queues

¥ Auto Attendant Scripts
_Q

£5. Kerio Operator

Unregistered trial version

1.0.0 build 2650

]

2]

Logout

&2 Ringing Groups Software Maintenance expiration date: 2010-12-17

el veicemail Product expiration date: 2010-12-17

(%) Emergency Numbers Mumber of users allowed by the license: Unlimited
S5L Certificates

% Advanced Options St

; Haost: kerio
System Operating system: Linux, x86

= [l Definitions
€L Call Permission Groups
J Music on Hold

Become a registered trial user...
Reqister product with a purchased license number...

(© Time Ranges Install license...
(4 1P Address Groups
@ & status |
9 - Logs

© Kerio Technologies s.r.o. All rights reserved.,

Figure 4.1 Product registration

The trial version can be registered by clicking on Become a registered trial user on the
product’s main page (see figure 4.1). In the dialog box just opened, set the following
parameters:

1. The Trial Registration dialog is opened where you enter the security code (CAPTCHA) in
the field.

2. In the next step, enter information identifying you company and confirm you agree with
the privacy policy terms.

3. In the following step, choose how many computers do you have in your company and how
you learned of Kerio Operator.

4. 1In the last window, check correctness of the specified information. If there is no change
to be made, click on Finish to send the registration.

Now, a special identification code called Trial ID gets generated. This ID is later required for
contacting the technical support. After a successful registration, Trial ID can be found in the
license information of the Kerio Operator Administration.
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Product Registration and Licensing

If the registration is completed successfully, a confirmation message will be sent to your email
address provided.

Registration of full version

To run the process of full version registration, click on the Register product with a purchased
license number link provided at the main page of the administration interface (see figure 4.1):

1. In step one, enter the license number you acquired upon purchasing the product and the
security code (CAPTCHA) provided in the picture (see figure 4.2).

Note: The code is not case-sensitive.
Product Registration - Start ¥

This reqistration wizard will generate your license.key file for the product. This file spedifies who is the
owner of the license,

Please enter the license number of your base product and keep it for future use, In case you decide to
extend your product by adding more users or an additional Software Maintenance, this base number will be
required,

To provide the highest security possible, retyping of the text displayed on the security image is reguired in
the textfield below.,

License number; 12345-ABCDE-12345

?ygwpr

Enter sev:urltg.-' u:u:u:le dlsplayed in ﬁ'ua image al:u:u'-.-'e

VYQ2pr2

.

Figure 4.2 License number

Click Next to make Kerio Operator establish a connection to the registration server and
check validity of the number entered. If the number is invalid, the registration cannot be
completed.

2. In this dialog you can specify add-ons and/or Software Maintenance. If you have
purchased only the base license so far (usually when registrating the product for the first
time), skip this step.

3. At this page, registration information identifying the company (organization) to which the
product is registered is required.

16



4.3 License information and import of the license key

Note: The red entries marked with an asterisk are required, The other ones are optional.

4. In the last dialog, the data specified in the wizard is summarized. Information of Software
Maintenance expiration date is provided (the latest date when the product can be updated

for free).

Kerio Operator connects to the registration server, checks whether the data inserted is
correct and downloads automatically the license key (digital certificate).

5. Click Finish to close the wizard.

4.3 License information and import of the license key

License information is provided at the main page of Kerio Operator. The Kerio Operator
main page is opened upon each startup of the Kerio Operator Administration. It can be also

displayed by clicking on Kerio Operator in the sections list provided in the tree.

| Kerio Operator Administration

= Kerio Operator
= e Configuration
3 Users
'-_ Extensions
B Frovisioned Phones
[ Dial Plan
& call Routing
8 Conferences
fa Call Queues
% Auto Attendant Scripts
FE Ringing Groups
ol veicemail
<A Emergency Mumbers
S5L Certificates
£ Advanced Options
System
=@ [l Definitions
€L Call Permission Groups
J Music on Hold
Q Time Ranges
(&4 1P Address Groups
@ & status
H . Logs

£5. Kerio Operator

Unregistered trial version
Software Maintenance expiration date:
Product expiration date:

Mumber of users allowed by the license:

Company:
Host:
Operating system:

Become a registered trial user...

Reqister product with a purchased license number...

Install license...

1.0.0 build 2650

2010-12-17
2010-12-17
Unlimited

kerio
Linux, x86

© Kerio Technologies s.r.o. All rights reserved.,

Figure 4.3 Viewing license information

]

© Logout

To run a full version of Kerio Operator, a license key is required. A license key is a special
file that must be imported to the product. Two methods can be applied to obtain the key
(depending on the type of the product’s registration and on the fact whether the product was

registered in time):

e The license key is imported automatically during the product’s registration in the
administration interface (see chapter 4.2).

o Import using the link on the main page — click on the Install license link (see figure 4.1).
A standard file-opening dialog is displayed where the license key can be browsed and

17



Product Registration and Licensing

imported. If the import is successful, information about the new license is provided
at the main page.

e Adding the license key file in the 11icense directory manually — it is possible to copy
the Ticense.key file manually to the 11 cense subdirectory under the directory where
Kerio Operator is installed.

License ID
License number of the product.

Software Maintenance expiration date
The latest date when the product can be updated for free.

Product functionality expiration date
The date when the product expires and stops functioning (only for trial versions and
special licenses).

Number of users allowed by the license
Number of users allowed by the license. Number in parenthesis refers to total number of
lines/users using the Kerio Operator. The number includes lines and users created locally
as well as mapped from a directory service.
If number of active users exceeds number of licensed users, the Number of users allowed
by the license line is coloured by red to alert user.

Company
Name of the company (or a person) to which the product is registered.

Server
DNS name of the server with Kerio Operator.

Operational system
Operating system on which Kerio Operator is installed.

If the New version available... link is displayed in the introductory window when the console
is started, click on the link and download a new version.

4.4 Licensing policy
Number of users is counted by extensions/users created in Kerio Operator.

In case of users mapped from the LDAP database of the directory service, all users created in
this database are counted as individual extensions.

Software Maintenance

Software Maintenance and add-on licensing policies are described in detail at the Kerio Tech-
nologies webpage —

18
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Chapter 5
Secure PBX Operation

It is necessary to make Kerio Operator as secure as possible:

e Make sure firewall is configured properly and communication is possible only among
the necessary IP addresses and ports (the SIP service provider server and so on),
especially if the PBX is operated in the Internet.

e Strong SIP passwords should be set (do not use dictionary words, they should have
more then eight characters and the password should contain three types of characters
— letters, numbers and special symbols).

o Communication in the internal firewall of the PBX should be limited. To configure it,
go to Kerio Operator Administration section Configuration — System — Firewall. For
detailed information on the configuration see chapter 22.2.

e We recommend using special rules to limit international calls to countries which you
usually do not call or limit international calls for employees who are not expected to
call abroad. To configure it, go to Kerio Operator Administration section Configuration
— Definitions — Call Permission Groups. For detailed information on the configuration
see chapter 23.2.

It is extremely important to follow the above-mentioned rules to avoid misuse of your PBX.
Such a misuse might lead to harmful expenses.

5.1 LAN Firewall Configuration

Kerio Operator is usually installed in a local network behind a firewall. In addition to the PBX’s
configuration, it is also necessary to perform corresponding additional settings of the firewall.

If the PBX is to be accessible from the Internet, certain ports have to be opened (mapped) in
the firewall. Each mapped port might introduce security problems. Therefore, map ports only
for those services which you want to make available from the Internet.

19



Secure PBX Operation

Service (default port)

Outgoing connection

Incoming connection

SIP (5060) allow allow for SIP servers of your provider

IMAP (143) allow allow, if integration with Kerio Connect is
enabled and there is a firewall between Kerio
Connect and Kerio Operator.

LDAP (389) allow deny

LDAPS (636) allow allow, if you use mapping from Active
Directory or Open Directory and there is
a firewall between the directory service and
Kerio Operator.

HTTP (80) allow deny

HTTPS (443) allow allow, if you wish users to be able to connect

to Kerio MyPhone and Kerio Operator
Administration from the Internet.

Table 5.1 Services to be allowed on the firewall

20




Chapter 6
SIP interface administration

To allow Kerio Operator to communicate with other SIP servers, it is necessary to configure
a connection interface. The interface needs to be configured for both incoming and outgoiing
calls. To configure the interfaces, go to Configuration — Call routing in Kerio Operator Admin-
istration. During the incoming calls configuration a route for outgoing calls is automatically
configured.

Before you call your VoIP services provider, you must be sure what you expect from your
phone network and how big and reliable it should be.

6.1 Interface for a SIP provider

If you acquired a number or a SIP trunk with an interval of phone numbers from you SIP
provider, you can configure the interface to make calls from your internal network via your
Internet provider. Before you configure an interface, you need the following:

telephone number or numbers form your SIP provider,

e IP address or DNS name of SIP server and the port (usually 5060 for TCP and UDP) on
which it communicates (you get the information from your provider),

e atleast one internal extension defined in Kerio Operator (preferably an operator which
will direct the calls, see section 9.1),

e username and password for authentication to the SIP server of the provider (you get
the information from your provider).

If you have the above data available, you can configure the interface and conenct to your
provider’s SIP server.

1. In the administartion interface, go to section Configuration — Call routing and click on
the Add a SIP interface button. This opens the configuration wizard.

2. Enter a name for the interface (it may be the name of the provider). The name cannot
contain spaces, national and special characters and must be unique.

3. Select the New provider option. The configuration differs for one number, multiple
numbers and a SIP trunk with an interval of phone numbers:

21



SIP interface administration

One number

If you acquired one phone number from your provider,enter the number in the New
provider — With external number field (in a pattern supplied by your provider) and click
on Next.

Select an extension for the provider who will direct all external calls made to the number
from your provider to internal extensions created in Kerio Operator.

In the Prefix to dial out field, enter a prefix to be used for outgoing calls. The prefix is used
by Kerio Operator to route calls to the SIP server of your provider.

Click on Next.

Enter data acquired from your provider (DNS name and port of the SIP server and
username and password for authentication).

Check the Must register with the Registrar or Proxy option. The majority of providers
requires registration upon the first connection to the SIP server.

If the user ID differs from the telephone number, type it in the user ID field.

Check the Send the following external IP address in SIP registration option only if Kerio
Operator is behind a firewall which cannot overwrite private address of Kerio Operator to
a public address. If this is the case, enter the public IP address of your firewall.

Multiple numbers

1.

If you acquired multiple phone numbers from your provider,enter the numbers, separated
by commas, in the New provider — With external number field (in a pattern supplied by
your provider) and click on Next.

Select an extension for the provider who will direct all external calls made to the numbers
from your provider to internal extensions created in Kerio Operator.

In the Prefix to dial out field, enter a prefix to be used for outgoing calls. The prefix is used
by Kerio Operator to route calls to the SIP server of your provider.

Click on Next.

Enter data acquired from your provider (DNS name and port of the SIP server and
username and password for authentication).

Check the Must register with the Registrar or Proxy option. The majority of providers
requires registration upon the first connection to the SIP server.

If the user ID differs from the telephone number, type it in the user ID field.
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6.1 Interface for a SIP provider

8. Check the Send the following external IP address in SIP registration option only if Kerio
Operator is behind a firewall which cannot overwrite private address of Kerio Operator to
a public address. If this is the case, enter the public IP address of your firewall.

9. Save the settings.

10. In section Call routing — Interfaces and routing of incoming calls, click on one of the lines
with information about mapping of calls to the operator’s extension (see figure 6.1).

Interfaces and routing of incoming calls

Interface « External Mumber  Extension f Internal Mapping

&F provider2
5000101 — 100
5000105 L\x’—} 100
5000191 — 100
&F providerl
5000150 — 100
| Add a SIP interface... | | Edit... [ |- Remove |  Refresh |

Figure 6.1 Mapping individual numbers to internal extensions of Kerio Operator

11. The Edit Incoming Call dialog is displayed (see figure 6.2). Click on a line in the Extension
column to map external numbers to internal extensions.
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Edit Incoming Call FAIE

Route incoming calls:

External Mumber Extension
5000101 100
5000105 T, 100 v
5000191 "’ 10
"’ 100
"’ 201
Calling number prefix: 1o {I;n)
"’ 203
Fallback to: L2 »
"’ 301
"’ 302
"’ 303
K 304

Figure 6.2 Mapping individual numbers to internal extensions of Kerio Operator

Interval of humbers

1. If you acquired a SIP trunk with an interval of numbers from your provider, enter it in this
specific pattern. Use X in place of the numbers to vary.

2. Click on Next.

3. Select an extension for the operator who will manually direct all external calls made to
the numbers from your provider to internal extensions created in Kerio Operator unless
mapping is configured.

4. 1In the Prefix to dial out field, enter a prefix to be used for outgoing calls. The prefix is used
by Kerio Operator to route calls to the SIP server of your provider.

5. Click on Next.

6. Enter data acquired from your provider (DNS name and port of the SIP server and
username and password for authentication).

7. Check the Must register with the Registrar or Proxy only if required by your provider.
With large number intervals (so called “trunks”), providers usually do not require the
registration. The registration is replaced by an IP address of Kerio Operator. The address
must be fixed and the provider needs to know about its changes.

8. If the user ID differs from the telephone number, type it in the user ID field.

24



6.2 Interface for a second SIP server

9.

Check the Send the following external IP address in SIP registration option only if Kerio
Operator is behind a firewall which cannot overwrite private address of Kerio Operator to
a public address. If this is the case, enter the public IP address of your firewall.

10. Click OK to confirm settings.

11.

6.2

Next, create a rewriting rule for correct mapping of numbers to internal user extensions.
See section for more details.

Interface for a second SIP server

If you wish to configure an interface for communication with another SIP server, follow these
steps:

1.

10.

11.

12.

In the administartion interface, go to section Configuration — Call routing and click on
the Add a SIP interface button. This opens the configuration wizard.

Enter a name for the interface (it may be the name of the server). The name cannot contain
spaces, national and special characters and must be unique.

Select the Link to another PBX option and click on Next.

Enter a prefix for outgoing calls. The prefix tells Kerio Operator to which interface the
call should be redirected. If you enter 3 (the second server uses extensions 3XX), all the
numbers with prefix 3 will be directed to this server.

Click on Next.

In the Hostname or IP address and Port number filed, enter the DNS name or address of
the second SIP server and the port on which it comunicates.

If the server requires authentication, enter valid data in the Username and Password field.

If the server requires registration,check the Must register with the Registrar or Proxy
option.

If the user ID differs from the telephone number, type it in the user ID field.

If the first SIP server is behind firewall, check this option and enter the public address of
the firewall in the IP address field.

Click OK to confirm settings.

Next, create a rewriting rule for correct mapping of numbers to internal user extensions.
See section for more details.
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6.3 Overwrite rules

Rewriting rules ensure correct mapping of external and internal numbers in Kerio Operator.

Generally, an overwrite rule can strip first 0 to N digits from the number (the number may be
reduced to an empty string) and then add other digits to the number. Overall, the overwrite
rule allows to modify the left part of the number as needed by cutting or extending the
number and/or replacing the ciphers in the beginning of the number string. See the example
in figure 6.3.

S000100
is mapped 1o
20100

Cut left three digits | ——0100—» Add prefix 2 —20100

Figure 6.3 Overwrite rules for number 123456789

The following example shows the necessity and profitability of number rewriting (see
figure 6.4):

1. You acquired 1000 phone extensions from your provider (800225XXX, or 800225000 —
800225999). You need to map these external numbers 800225XXX 1:1 to your internal
extensions XXX.

2. For incoming calls, you want to add a prefix (9 in our example) to calling numbers so that
it is easy for your users to dial back.

— 5000111 ?

500 0195———»

5

erator SIP Provider
500 0195

Figure 6.4 Incoming and answer call (read from right to left)

To achieve this, it is necessary to modify the rule for incoming calls on the interface
(providerl in figure 6.5):

1. In the administration interface in section Call Routing, double-click on the routing rule for
the interface of the SIP service provider (see figure 6.5).
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6.3 Overwrite rules

@ Call Routing

Interfaces and routing of incoming calls

Interface « External Mumber  Extension f Internal Mapping
&F providerl

SO0DKNY — L XXX (fallback to operator 100)

N

Figure 6.5 Rule for interface providerl

2. This displays the Edit incoming Call dialog. Modify the called number so that only the
extension remains. Strip first 6 ciphers from left (800225 in our example which leaves
extension 111). No prefix is necessary.

Edit Incoming Call 7%

Rewrite numbers and then route according to the result:
Called number
Strip digits from left: 4 3 And add this prefix:

o Example: number 500123456 is rewritten to 123456

Calling number
.Y

Strip digits from left: 0|5 And add this prefix: q

o Example: number 500123456 is rewritten to 9800123456

Fallback to: 100 RS

Cancl|

Figure 6.6 Rule for interface providerl
3. Do not strip any ciphers from the caller’s number and add prefix 9 from left.

Note: This setting applies to incoming calls. Incoming calls are such calls when someone from
the external telephone network calls the internal extension of Kerio Operator. Naturally, there
are also rewriting rules for outgoing calls. They are not described in our example because the
initial settings usually suffice.

If you wish to understand the procedure, see section 7.3 with rewriting rules for outgoing calls
for traditional telephone interface.
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6.4 Setting Data Stream Codec

When calling, human voice is transformed to data stream and this stream is compressed to
size small enough to go through internet lines. Various codecs (COder-DECoder) can be used
for compression and transmission of data streams. When a certain codec is used for encoding
a data stream, the recipient needs to have the same codec available to decode this data stream.
Kerio Operator includes several codecs in order to meet various requirements of all the SIP
clients and servers to encode and decode data steams without any problems.

Standard codecs in VoIP telephony are in particular: G.711 A-law and G.711 U-law. We
recommend to keep these two codecs active.

If your phone uses another codec for encoding data streams, follow the instructions:

Add new codec

To add a new codec:

1. Go to section Call routing in the administration interface and click on the interface for
which you wish to use the codec.

2. In the Edit external interface dialog, go to tab Codecs (see figure 6.7).

Edit External Interface (SIF) FAE
General | Codecs Advanced
Available codecs: Selected codecs:

G.723.1 (pass through onl | Add-= | | G5M Full Rate

5.729 | <-Remove | | SpesX
iLBC
5.722 (wideband) [ |
G.726
G.711 Adaw
G.711 UHaw

||

If you are unsure about codecs, it's safe to keep the default configuration.

Figure 6.7 Interface for incoming calls — Codecs tab
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6.5 Removing interfaces

3. In the Available codecs section, select the codec you wish to use and click on Add to move
it to section Selected codecs.

4. Codecs are applied in their order, one by one. If you wish a particular codec to be used as

default, select it and use the arrow button to move it to the top.

6.5 Removing interfaces

Any configured interface can be deleted. You can delete it temporarily or permanently.

Disabling Interface Temporarily
1. In the administration interface, open the Call Routing section.
2. Double-click on the interface for incoming calls which you wish to delete.

3. Uncheck the Interface is enabled option (see figure 6.8).

Edit External Interface (SIF) FlE

General Codecs Advanced

Interface name: provider3
External numbers: SO0

o Separate external numbers with comma. Alternatively, for a group of numbers with a
common prefix, enter the prefix followed by one or more X characters (e.q.
123456X%X).

I%nterface iz enabled

Figure 6.8 Block interface

Removing Interface
1. In the administration interface, open the Call Routing section.

2. Inthe outgoing calls section, remove all routes configured for the interface which you wish
to delete.

3. Go to the incoming calls section, select the interface and click the Remove button to delete
it.
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6.6 Creating Alternative Connection for Route Backup

If you wish to backup your connection to the external network, you have to ensure connection
with another (backup) SIP server or another phone extension (PRI/BRI). You may use a backup
server of your VoIP service provider or you may choose another provider.

If you have a backup server, go to section Configuration — Call routing and:
1. Create new interface for incoming calls for the backup server (see section 6.1).

2. Go to section Routing of outgoing calls and double-click on the main interface (usually
interface O in Europe or 9 in the USA). This opens the Edit Outbound Route dialog.

3. In table Use the following external interfaces, add your backup provider.
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Chapter 7
Traditional Telephone Interface Administration

Kerio Operator allows you to use, apart from the communication over the SIP protocol, also
the analog telephony. You need to acquire a PRI or BRI card and connect it. You can use the
PRI or BRI card distributed with Kerio Operator Box series 3000 or use your own card and
connect it to your Kerio Operator server.

If you have the card, create a connection interface similar to the interface for SIP server
conenction. The interface needs to be configured for both incoming and outgoiing calls.

Before you call your telephone provider, you must be sure what you expect from your phone
network and how big and reliable it should be:

e PRI card — the number of concurrent calls vary depending on whether you have
contract with an american or european provider.

e T (used in the USA) — allows 23 concurrent calls.
e E1 (used in the EU) — allows 30 concurrent calls.

e BRI card — has 4 ports. Each port can operate two concurrent calls.

7.1 Configuring PRI/BRI interface for communication with the provider

If you acquired a number or a SIP trunk with an interval of phone numbers from your telephone
provider, you can configure the interface to make calls from your internal network to an
external network via your provider. Before you configure an interface, you need the following:

telephone number or numbers form your telephone provider,

e ISDN type which is used for communication (it usually differs according to your
location, for example, EuroISDN for the EU, Nation ISDN Type 2 for the USA and so
on),

¢ whether your provider’s PBX requires overlap dialing (see section 7.4),

e information whether PBX sends or requires telephone numbers whole or in the
contracted form (see section 7.3),

e atleast one internal extension defined in Kerio Operator (preferably an operator which
will direct the calls, see section 9.1).
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If you have the above mentioned information avalaible and at least one internal extension
defined, you may configure the interface:

1.

In the administration interface, go to section Configuration — Call Routing. If the PRI
card is installed correctly, the Interface and routing of incoming calls table shows one
traditional telephone interface.

If the BRI card is installed correctly, the Interface and routing of incoming calls table shows
4 interfaces (one for each of the four ports).

Double-click on an unconfigured interface. This opens the configuration wizard.

Enter a name for the interface (it may be the name of the provider). The name cannot
contain spaces, national and special characters and must be unique.

Select the New provider option. The configuration differs for one number, multiple
numbers and a SIP trunk with an interval of phone numbers:

One number

Enter the number in the New provider — With external number field (in a pattern supplied
by your provider) and click on Next.

Select an extension for the provider who will direct all external calls made to the number
from your provider to internal extensions created in Kerio Operator.

In the Prefix to dial out field, enter a prefix to be used for outgoing calls. The prefix is used
by Kerio Operator to route calls to the echange of your telephone provider.

Click on Next.
In the dialog, select the PBX type.
e if you are in the EU, select the EuroISDN option,

e if you are in the USA, select the National ISDN Type 2 option,

Multiple numbers

1.

If you acquired multiple phone numbers from your provider,enter the numbers, separated
by commas, in the New provider — With external number field (in a pattern supplied by
your provider) and click on Next.

Select an extension for the provider who will direct all external calls made to the numbers
from your provider to internal extensions created in Kerio Operator.
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7.1 Configuring PRI/BRI interface for communication with the provider

In the Prefix to dial out field, enter a prefix to be used for outgoing calls. The prefix is used
by Kerio Operator to route calls to the PBX of your telephone provider.

Click on Next.
In the dialog, select the PBX type.

¢ if you are in the EU, select the EuroISDN option,

e if you are in the USA, select the National ISDN Type 2 option,
Save the settings.

In section Call routing — Interfaces and routing of incoming calls, click on one of the lines
with information about mapping of calls to the operator’s extension (see figure 6.2).

The Edit Incoming Call dialog is displayed (see figure 6.2). Click on a line in the Extension
column to map external numbers to internal extensions.

Interval of humbers

1.

If you acquired a SIP trunk with an interval of numbers from your provider, enter it in the
New provider — With an external number field in a pattern supplied by your provider. Use
X in place of the numbers to vary.

Click on Next.

Select an extension for the operator who will manually direct all external calls made to
the numbers from your provider to internal extensions created in Kerio Operator unless
mapping is configured.

In the Prefix to dial out field, enter a prefix to be used for outgoing calls. The prefix is used
by Kerio Operator to route calls to the PBX of your telephone provider.

Click on Next.
In the dialog, select the PBX type.

e if you are in the EU, select the EuroISDN option,

¢ if you are in the USA, select the National ISDN Type 2 option,
Click OK to confirm settings.

Next, create a rewriting rule for correct mapping of numbers to internal user extensions.
See section for more details.
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7.2 Configuring PRI/BRI interface for cummincation with another PBX

If you wish to configure an interface for communication with another PBX, follow these steps:

1. Inthe administartion interface, go to section Configuration — Call routing and double-click
on the traditional telephone interface. This opens the configuration wizard.

2. Enter a name for the interface (it may be the name of the server). The name cannot contain
spaces, national and special characters and must be unique.

3. Select the Link to another PBX option and click on Next.

4. Enter a prefix for outgoing calls. The prefix tells Kerio Operator to which interface the
call should be redirected. If you enter 3 (the second server uses extensions 3XX), all the
numbers with prefix 3 will be directed to this PBX.

5. Click on Next.
6. In the displayed dialog, select a PBX type, depending on the type used by the other PBX.
7. Click OK to confirm settings.

8. Next, create a rewriting rule for correct mapping of numbers to internal user extensions.
See section 7.3 for more details.

7.3 Configuring Rewriting Rules

Rewriting rules ensure correct mapping of external and internal numbers in Kerio Operator.
For general information about the function of rewriting rules see section 6.3 with description
of rewriting rules for SIP interface. Analog interfaces use the same principles and, in addition,
it is necessary to strip digits in numbers according to the needs of your telephone provider.

Telephone provider may send the callee’s number whole or in the shortened form (usually
last 4 digits) which suffice to recognize the correct extension. Similarly, the provider may also
require whole numbers or numbers in the shortened form (usually last 4 digits). Request this
information from your provider before you start interface configuration.

See the following example of rewriting rules:

e Company acquired 100 phone numbers from their telephone provider (a range of
numbers 55501XX).

e For incoming calls, the provider strips the callee’s number to last four digits (the
number looks like this:01XX).

e For outgoing calls, the provider requires the caller’s number in a shortened form (last
4 digits).
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7.3 Configuring Rewriting Rules

e Internal extension which will be bound to numbers from the acquired range of
numbers have format 2XX.

e Prefix for outgoing calls is 9.

Rewriting rules are configured separately for incoming and outgoing calls.

Incoming Calls

Figure 7.1 shows what happens when a telephone with number 5550399 calls from the external
to a company’s telephone with number 5550101. Proceed from digit 1 from right.

1.

After dialing a number, the call is automatically directed to a telephone provider based on
the number’s prefix.

Next, the number is identified by the telephone provider, stripped to the last four digits
and sent to the Kerio Operator PBX.

According to the rewriting rule, the number is then stripped from left to 2 digits and prefix
2 is added from left. Kerio Operator now works with internal extension 201 and the call
is successfully connected.

There may arrise a situation where user on extension 201 does not answer the call but
wants to call back later. For that reason, it is necessary to define a back-call rule. To
achieve this, add a prefix for calling to external network (otherwise, back-call will fail at
the outgoing call interface).

2

0101
5550399———>

(A

5560101 | N
Provider

5550399

Figure 7.1 Incoming and answer call (read from right to left)

Make the following settings to ensure the above mentioned interface behavior:

1.

Go to Kerio Operator Administration section Call Routing and double-click the routing rule
for the traditional telephone interface (see figure 7.2).
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@ Call Routing

Interfaces and routing of incoming calls

Interface « External Mumber  Extension f Internal Mapping
4 T1-interface
01xx L} — L0 XX (fallback to operatar)

Figure 7.2 Rule for traditional telephone interface T1

2. This opens the Edit Incoming Call dialog. Beer in mind that only the last 4 digits are
included in the string.

Strip the first two digits from left. Add prefix 2 to the stripped number of two digits (see
figure 7.3). This modification provided the final format of the internal extension (2XX).

Edit Incoming Call 7%

Rewrite numbers and then route according to the result:

Called number

Strip digits from left: 2 3 And add this prefix: 2
o Example: number 500123456 is rewritten to 20123456

Calling number

Strip digits from left: i 3 And add this prefix: q
o Example: number 500123456 is rewritten to 9800123456

Fallback to: T 200 b

Cancl|

Figure 7.3 Rule for traditional telephone interface T1
3. We do not strip the digits in the calling number but we add prefix 9 from left (see

figure 7.3).

Outgoing calls

Rewriting rules are also configured for the outgoing calls. These are calls which are initiated
on an internal extension in Kerio Operator and are directed to an external telephone network.
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7.3 Configuring Rewriting Rules

We use the same example as in configuration of rewriting rules for incoming calls. The
configuration will solve the following problems:

e Strip the prefix for outbound calls that determines to which interface (provider) the
call will be directed (see figure 7.4).

e Adapt the internal extension which you call from in a way that the number meets the
call criteria of your provider (see figure 7.5).

This scheme best describes the whole procedure 7.4 (follow the numbering):

1. User with extension 201 calls number 5550199. Since the called number is external, we
must use prefix for calling external telephone network, which is in out case number 9.
Final format dialed by the user will be 95550199.

o

Kerio Operator uses the rewriting rule and removes prefix 9.

3. The telephone provider directs the call to the called number.

2 5550199 3
5550199
C
'\ 95550199 Kerio Operator Provider
N
.@
e 5550199

Figure 7.4 Scheme describing how to adapt called number

The following example shows the way the internal extension changes during outgoing calls
(see figure 7.5):

1. User with extension 201 calls number 5550199. Kerio Operator uses the rewriting rule
which corresponds with the example in section 7.3 — firstly, Kerio Operator strips digit 2
from left which leaves number 01. The rule will append number 01. The final number is
0101.

2. Since the telephone provider requires only last four digits, the rule is complete and the
number is sent to the telephone provider.

3. Telephone provider adds the rest of the number from left and the callee sees the calling
number in format 5550101.

Make the following settings to ensure the above mentioned interface behavior:

1. In Kerio Operator Administration in section Call Routing doble-click on the interface in
table Routing of outgoing calls (in our example, the interface with prefix 9).

2. This opens the Edit Outbound Route dialog and go to the Rewrite Numbers tab.
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0101 >

5550101

Provider

5550199

Figure 7.5 Scheme describing how to adapt calling number
3. We strip the prefix 9 from left in the called number (see figure 7.6).
4. We strip digit 2 from left in the calling number and add 01 (see figure 7.6).
Edit Outbound Route S

General | Rewrite Mumbers

Called number

Strip digits from left: == And add this prefix;

b

o Example: number 500123456 is rewritten to 00123456

Calling number

Strip digits from left: == And add this prefix; 01

b

o Example: number 500123456 is rewritten to 0100123458

o )| o |

Figure 7.6 Outbound Route

7.4 Overlap Dialing

Some telephone providrs require telephone numbers as a whole, others require the telephone
numbers one digit at a time. Ask your provider about their requirements. Follow these steps
to configure the interface:

1. In Kerio Operator Administration, go to section Call Routing.
2. Double-click the interface to open dialog Configure PRI/BRI Interface.
3. Switch to the Interface card tab.

4. If overlap dialing is required, check the Overlap dialing option.
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Chapter 8
Configuring User Accounts and Phone Extensions

Kerio Operator has various configuration options. These options are available either for
the whole PBX or for individual extensions. Extension configuration does not have to
be maintained by the administrator. We recommend users to configure their extensions
themselves. You can access Kerio Operator via two interfaces — Kerio Operator Adminis-
tration and Kerio MyPhone (see chapter 3). The first interface is for system administrators and
is used for general PBX configuration. The second interface is for users and is used for their
extension(s) settings.

That is why Kerio Operator allows you to create and manage user accounts. The accounts are
used:

e setting access rights for Kerio Operator (the Kerio Operator Administration or Kerio
MyPhone interfaces),

e connecting an extension to a particular user (phone of Mr Smith is more convenient
than phone with extension XY).

e setting PIN for voicemail connection,

setting call forwarding to other number or numbers.
Accounts are:
e created locally,
o mapped from a directory service — Active Directory or Apple Open Directory (for more

details on mapping, see chapter 11).

8.1 Creating Local Accounts and Assigning Extensions

New user account is defined in section Users by clicking the Add button:

1. Inthe edit dialog, enter username (diacritics, special symbols and space are not supported)
and password.

2. Go to the Extensions tab and click on Add.

3. This opens the Select Extension dialog where all the Kerio Operator unassigned extensions
are listed. Apart from these extensions, you can click on Add to open a dialog and create
a new extension.
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Note: First unassigned extension is prefilled in the Extension number field. If you do not
wish to use this extension, delete it and enter a new extension.

4. Save the settings.

8.2 CallerlID Settings
When calling to external network, users may wish to:

e display their own number — suitable for the majority of cases. The callees know who
is calling them and may call back.

e hide their own number — suitable when we do not wish the callee to know our phone
number (usually used in telemarketing). This function depends on the behavior of
your provider.

Note: If the extension number is hidden, it cannot log in to a call queue.
e exchange phone number for another one — enter another extension . For example,

directors do not wish to display their number but the number of their assistant. If this
is the case, enter the assistant’s extension in the field.

All these settings are displayed when calling to an eternal network. When users make calls
in the internal netwark of Kerio Operator, their real extension is displayed regardless of the
above settings.

The caller’s number is displayed by default. You can change the settings in section Configura-
tion — Users:

1. Open the edit user dialog.
2. Go to the Extensions tab and double-click the extension you wish to edit.

3. Change the settings.

8.3 Call Routing Configuration

Incoming calls can be routed to different internal extensions or external numbers. The call
may ring on all added telephone numbers at the same moment.

The next example shows the following settings: IT administrator in company XY requires calls
to be redirected:

¢ his desk phone (internal extension in Kerio Operator),

e his company cell phone (to be available in case the server is down).
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8.4 Changing Access Rights

Configure the redirecting as follows:
1. Go to section Users and double-click the IT administrator account.
2. In edit user dialog, go to the Ringing Rules tab.

3. Here, the extension used by the administrator is checked. Click on Add and enter the cell
phone number in an appropriate format (for example, 0602111111).

4. Save the settings.

Note: Users can also use the Kerio MyPhone interface to forward their calls.

8.4 Changing Access Rights

Kerio Operator uses the following system access roles:
e user — has righs to access the Kerio MyPhone interface.

e auditor — has rights to access the Kerio MyPhone interface and read only rights to
Kerio Operator Administration

e administrator — has rights to access both the Kerio MyPhone and Kerio Operator Ad-
ministration interfaces.

To change the user rights:
1. Go to section Users, select and double-click the user account.
2. In edit user dialog, go to the Advanced tab.

3. Change and save the settings.

8.5 Deactivating User Account

Each account in Kerio Operator can be deactivated by removing it permanently or disabling it
temporarily.

Temporary deactivation

1. In section Configuration — Users, select the account you wish to deactivate.
2. Click on Edit or double-click the account.

3. This opens the Edit user dialog (see figure 9.1). Uncheck the Account is enabled option.
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After saving the settings, the user will not be able to use their aacount until you enable it
again.

Removing account

1. In section Configuration — Users, select the account you wish to disable.

2. Click on Remove.
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Chapter 9
Phone Extensions

Phone extension is an internal phone number of Kerio Operator. Each extension is associated
with particular settings and usually with a particular user who uses the extension. We
recommend to created and assign extensions in section Configuration — Users (see chapter 8).
Create extensions in section Configuration — Extensions only if you do not wish to assign them
to particular users.

Phones are assigned extensions automatically or manually (for information about phone
configuration, see chapter 10).

9.1 Creating a local extension

Creating extensions depends on the interfaces defining connections to an external network.
The definition differs according to the number or numbers assigned by the VoIP service
provider (for more information, see chapter 6). Make the definition in away to keep the internal
extensions mapping as simple as possible.

To create a new extension:
1. In the Extensions section, click on Add.

2. In the Add extension dialog on the General tab, a new generated extension is displayed.
You can change the extension number to meet your numbering plan policy.

3. (Optional) You can assign the extension to one of the users defined in the Configuration
— Users section.

4. (Optional) You can limit outgoing calls for the extension (see section 23.2).

5. (Optional) You can decide whether the whole phone number will be displayed to the callee
(see detailed description of this function in section 8.2).

6. (Optional) In the SIP password field, enter a password which will be used by the phone
assigned to this extension to authenticate against Kerio Operator (set the same password
in the phone).
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Phone Extensions

Add Extension (7 ][]
General " Codecs l
Extension number: | 171 |
Description: | Office 123b |
|sername: | | X [ Select... ]
Call permissions group: | Mo restrictions |v |
Caller ID for outbound calls
@) Display
() Override with: |
() Hide
SIP password: | [T ITIIIr |
ok || cancel

Figure 9.1 Adding new extension

44




Chapter 10
Phone provisioning

Kerio Operator supports automatic phone provisioning of selected SIP phones thus simplifying
the configuration of your phone network. Automatic phone provisioning means connecting
the phone to a PBX, assigning it an extension and configuring other attributes. With automatic
phone provisioning, a phone connects immediately after it boots in your local network for the
first time.

Kerio Operator supports the following phones:
e (isco 7940 and 7960 with the SIP firmware in version 3 and higher,
e Linksys SPA942, SPA962, SPA922, SPA901, PAP2T with firmware in version 5 and

higher.
¢ Snom 300, 320, 360, 370, 820, 821, 870, M3 and Snom MeetingPoint.

Note: Kerio Technologies will make all efforts to broaden the list of supported phones. If you
wish to connect a phone which is not currently supported in Kerio Operator, you cannot use
automatic provisioning. The configuration must be done on the hardware phone.

We cannot employ automatic phone provisioning in the following situation: If you do not use
the DHCP protocol in your network, automatic provisioning will not work.

Warning:
Automatic provisioning cannot always be used. If Kerio Operator is located and operated in
the Internet, we do not recommend automatic phone provisioning for security reasons.

Phone provisioning requires:
e configuration of Kerio Operator,

e running DHCP server supporting parameter 66 in your local network' (TFTP server
address) — enter the address of Kerio Operator.

This is how the automatic provisioning works:
e The telephone boots in the network and sends a DHCP request for an IP address.

e DHCP server accepts the request, assign an IP address and sends it back in a DHCP
reply. Apart from the IP address, the message also contains TFTP (Trivial File Transfer
Protocol) server address — Kerio Operator in our case.

DHCP server integrated in Kerio Control supports parameter 66.
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1) After connecting to network, the phone
sends a DHCP request,

// DHCP server 2) DHCP server sends a DHCP answer

with the address of Kerio Operator in
parameter 66.

3) The phone connects to Kerio Operator.
Kerio Operator checks whether the phone
is in its database.

4) Kerio Operator sends a configuration
file to the phone. This configuration file
assigns an extension/extensions to the
phone and configures other parameters
necessary for phone provisioning.

Kerio Operator

Figure 10.1 Automatic HW phone provisioning
e SIP phone connects to TFTP server integrated in Kerio Operator.
e Kerio Operator checks whether the phone is new:

o if it is new, Kerio Operator generates a new phone extension fro the phone;
o if it is not new, Kerio Operator finds the extension which the phone has used.

e Kerio Operator generates a configuration file suitable for the particular phone type
and sends it via the TFTP protocol.

e The phone is configured using the values it has acquired in the configuration file and
is ready to be used.

10.1 Configuring the PBX
To configure automatic provisioning, go to section Configuration — Provisioned Phones in the
Kerio Operator administration interface.

1. Check the Enable provisioning option.

2. In the First extension field, enter the extension number which will start the provisioning.
If 10 is set, the first phone will be assigned extension 10, the next one 11, then 12, etc. If
the extension is already used (e.g. if it has been created manually), it will be skipped.

Select the first extension number according to your dial plan — for example, if you wish
to have 3-digits extensions, star the numbering with 100.
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3. Decide whether to use option Create new extension for newly registered phones. Once this
option is checked, Kerio Operator will assign the extension automatically. Otherwise, all
new phones will be displayed in the Provisioned Phones table but will not be assigned any
extensions. However, unchecking the option leaves you with better control over which
extension is assigned to which phone.

4. The Password for phones field requires a strong password which all the automatically
provisioned phones wil use to authenticate against Kerio Operator.”

Note: One phone can have assigned more extensions — it depends on the phone dispositions.
You obtain the maximum number of extensions for each phone in its technical documention
or during manual connection to Kerio Operator in the Max. count of extensions section (see
figure 10.2).

10.2 Connecting phones manually

Phones which are not connected to the network can also be provisioned. We may do so
manually — we need the phone’s hardware address and the type of the phone (see figure 10.2).
The procedure is described below:

Add Phone 7%
HW address: 00: 1a:a0:be:el:cd
Phone type: Cisco 7940, 7960 b
Description: Office 324

Max. count of extensions: B

Generate new extension number

Extension Full Mame Add... |
301 John Smith Remove |

Cancl

Figure 10.2 Connecting a phone manually

2 Each telephone must be authenticated when connecting to the PBX. Extension number and password are used for
the authentication. If provisioning is used, this password will be applied for all provisioned phones. The password is
saved in the configuration file which is sent to the phone upon the first connection to the network and on, the phone
will use this password to authenticate at Kerio Operator.
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In section Configuration — Provisioned Phones, click on the Add manually button.

This open a dialog which requires the hardware address of the phone (MAC address of the
network card in the phone).

Select the correct type of the hardware phone (special configuration scripts are created
according to the phone type).

Assign the phone user or users who will use it (see figure ).

10.3 Importing from CSV file

Phones can be imported from a CSV file. Data in the file must follow certain rules:

e hwAddress — hardware address of the phone,
e phoneManufacturer — name of the phone’s manufacturer,
e phoneType — phone type,

e extensionl; extension2; ... — extensions assigned to the phone. The maximum number
of extensions depends on the phone type.

Each phone uses one line and all items are devided by a semicolon.

The file may be as follows:

00:1a:a0:be:le:cd;Cisco;794X;111;112
00:1b:b0:cd:el:ca;Cisco;796X;115
00:1c:c0:ab:a2:24;Linksys;SPA942;113;114

Import data from a CSV file as described below:

1.

2.

In section Configuration — Provisioned Phones, click on the Import from CSV button.
This opens dialog Import phones from CSV and click on the Upload CSV file button.

If the data in the file are correct, a list of all the phones and extensions is displayed. Check
those you want to import.

Confirm selection by clicking on OK.

The imported phones are displayed in the Provisioned phones table.
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10.4 Removing a phone from Kerio Operator

If you wish to remove a phone from the telephone network, go to section Configuration —
Provisioned Phones.

Select the phone you wih to remove and click on the Remove button.

You cannot remove a phone with any extensions assigned. Remove extensions as follows:

1. In section Configuration — Provisioned Phones, select the phone you wish to remove and
click on Edit.

2. In the opened dialog, select the extension and click on the Remove button to remove it.

3. If more extensions are assigned to the phone, repeat step 2 for each extension. After
removing the last extension click on OK.

4. Now, we can remove the phone in the Configuration — Provisioned Phones section by click
the Remove button.

Note: Automatic phone provisioning option will be turned off for this phone, otherwise the
phone would ask for configuration when connected to the network. If you want to use
automatic phone provisioning again, we recommend to use so called “factory reset”.

10.5 Restarting provisioned phones

When you change phone provisioning configuration, all the phones need to be restared (for
example, when you create new call route). When you do so, a dialog window recommending
phone restart is displayed. You can do it immediately or wait for a more convenient time (for
example to an off-peak time). The restart is described below:

1. Open the Provisioned Phones section.
2. Click on the Advanced — Restart all phones button.
3. This opens a dialog where you set the date and time for the restart if you wish to postpone

it or click on the OK button.

10.6 Firmwares

Kerio Operator allows an easy installation of phone firmwares which are managed through the
phone provisioning:

1. Go to section Configuration — Provisioned Phones and click on the Advanced — Firmwares
button.

2. In the Firmwares dialog, click on Upload.
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3. This opens a dialog where you select the firmware file and confirm the selection.
4. 1In the New firware dialog, select the appropriate phone.

5. Click OK. to confirm changes.
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Chapter 11
Mapping Extensions / Users from Directory Ser-
vices

Apart from locally created extensions (users accounts), Kerio Operator can also work with
user accounts from Active Directory or Apple Open Directory. The benefits are as follows:

e user accounts can be managed from one location which reduces possible errors and
simplifies administration,

e users can use the same username and password for login to their domain and to Kerio

MyPhone.

Warning:

e Adding a new extension in Kerio Operator creates a local account — it will not be
duplicated into the directory service database.

e When creating a user account in a directory service, ASCII must be used to specify
username. If the username includes special characters or symbols, it might happen
that the user cannot log in Kerio MyPhone.

11.1 Setting mapping in the administration interface

In the Kerio Operator administration interface, go to section Configuration — Advanced Op-
tions — Directory Service:

1. Check the Map user accounts from a directory service option and select the directory
service type you use.

2. Inthe Domain name field, enter the name of your Active Directory or Apple Open Directory
domain — the domain name is then duplicated in other necessary fields.

The dialog’s form depends on whether you use Active Directory or Apple Open Directory.
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Active Directory

1.

In the Hostname field, enter the DNS name or IP address of the Active Directory server. If
you have a backup server, enter its name in the Secondary hostname (backup) filed.

In the Username and Password fields, enter the authentication date of the user with at
least read rights for Active Directory database. Username format is user@domain.

Within the communication of the Active Directory database with the PBX, sensitive data
may be transmitted (such as user passwords). For this reason, it is recommended to
secure such traffic by using SSL. To enable LDAPS in Active Directory, it is necessary to
run a certification authority on the domain controller that is considered as trustworthy by
Kerio Operator.

The rest of the items in the dialog are completed automatically. Do not change them unless
you have a special reason to do so. These items are Active Directory domain name and
Kerberos Realm which has to be the same as Active Directory domain name only written
in capital letters.

Apple Open Directory

1.

In the Hostname field, enter the DNS name or IP address of the Apple Open Directory
server. If you have a backup server, enter its name in the Secondary hostname filed.

In the Username and Password fields, enter the authentication date of the user with at
least read rights for the LDAP database. Username format is user@domain.

This can be either user root or the Open Directory administrator (diradmin). In case that
the administrator’s username is used, it is necessary to make sure the user is an OpenDi-
rectory Administrator, not just a local administrator on the OpenDirectory computer.

To connect to the Apple OpenDirectory database insert an appropriate username in the
following form:

uid=xxx,cn=xxx,dc=xxx
e uid — username that you use to connect to the system.
e cn — name of the users container (typically the users file).

e dc — names of the domain and of all its subdomains (i.e. company.com —
dc=company,dc=com)

Within the communication of the LDAP database with the PBX, sensitive data may be
transmitted (such as user passwords). It is possible to secure the communication by using
an SSL tunnel.

The rest of the items in the dialog are completed automatically. Do not change them
unless you have a special reason to do so. These items are LDAP search suffix (usually
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dc=subdomain,dc=domain) and Kerberos Realm which has to be the same as Apple Open
Directory domain name only written in capital letters.
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Chapter 12
Dial Plan

The dial plan contain a list of all the used extensions and their users. You can export this list
to a CSV file or print it.

Go to section Configuration — Dial Plan to see the list:

Export to CSV — the button exports the data in the format discribed in table 12.1.

Extension Number | Type ID | Description

111 1 Winston Smith
112 1 Ada Monroe
50 7 Voicemail

Table 12.1 CSV file content

12.1 Changing the Dial Plan

If you use automatic phone provisioning and the change in your dial plan may affect
automatically provisioned phones, update of the phones configuration is needed. Kerio Opera-
tor detects such changes automatically and displays a warning (see figure 12.1). If you confirm
it, the phones are immedeately remotely restarted. You can restart the phones later manually
in section Provisioned Phones. To restart the phones, click on the Advanced — Restart all
phones button.

Confirm Action %

P Your dial plan has been changed.
-t Do you want to schedule a restart of provisioned phones to resynchronize them?
You can do this later in Provisioned Phones if you press the button Advanced.

o

Figure 12.1 Changing the Dial Plan

54



Chapter 13
Telephone Conferences

Telephone conferences are calls with more than two participants (i.e. phone numbers /
extension).

Telephone conferences allow participation both of users defined in Kerio Operator and
external participants. To join the particular conference it is only necessary to enter conference
number and possibly also its access code.

13.1 Creating New Conference

1. Go to section Configuration — Extensions and make sure that the line you have selected
for the conference is not used.

2. Add new conference in section Configuration — Conferences.
3. Click on Add. This open the Add conference dialog.
4. Enter the conference extension and its description.

5. Optinally, you can limit the number of participants. Too many participants an increase
demands on the server and affect its performance

6. Each conference can be protected by a PIN required at the entrance from all participants.
If you wish to secure your conference (especially if the conference will hold strategic
meetings and negotiations), set the PIN and distribute it among all the participants.

13.2 Conference login / logout

To join a conference, follow these steps:
1. Dial the conference telephone number / extension.
2. If the conference is protected, you will be asked to enter the PIN.

To leave the conference, simply close the call.
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13.3 Viewing Active Conferences

All current conferences can be viewed under Status — Conferences. This section displayed
a table where each conference occupies one line.

Aart from the conferences, you can also see detailed information about individual participants.
Select the conference and click on the Show Details button. The displayed dialog shows the
number of current members of the conference and time since their login.
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Chapter 14
Call Queues

Call queue is a tool which enables your customers to be placed in a queue and gradually
assigned to your employees.

14.1 Defining Call Queue

Create a new call queue in section Configuration — Call Queues by clicking on Add.

Add Call Queue FAIE

General | Agents | Announcements | Advanced

Queue extension: 123
Description: Households
Queue strategy: Ring least recently called agent B

o Ring the agent who was least recently called by this queue.

Queue length: unlimited
@ at most: i5
Music on hald: Default Music On Hold -

o )| o |

Figure 14.1 Call Queue — General tab

1. On the General tab (see figure 14.1), fill in such exntension that is not used (see section
Configuration — Dial Plan).

2. Enter Description which will later define the queue in the queue list.
3. Now choose a queue strategy:

e Round robin with memory — agents (for more information on agents, see
section 14.2) are called repeatedly in the same order.

¢ Ring all agents — calls are always ringing at all agents until one of them answers
the particular call.
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e Ring least recently called agent — the system selects the agents who has not
answered the phone for the longest period.

e Ring agent with fewest calls — the system assigns the call to the agent with the
lowest number of calls answered so far.

e Ring random agent — if you select this option, the system will choose an agent
randomly.

4. Now change the length of the call queue. The length of the call queue represents the
maximum number of queued callers. It can be set to unlimited or you can limit it to
a specific number. Maximum number of calls in a queue is 999.

We recommend to set this limit when you know how many people call the number and
what is their waiting time. If callers wait too long, we advise to set a limit. Long waiting in
a queue may discourage customers even more than not having been queued at all.

5. Eventually, you can configure the queue’s music on hold. If you want to use your own, you
have to add to Kerio Operator (see chapter 24).

14.2 Agents

Agents are telephone operators who attend the call queue and answer customer demands. The
caller calls the queue number, waits for the connection and then is connected to the agent who
will handle their demands (see figure 14.2).

Agents

Call Queue
/./”“x.
P
\"-.
H5-6-8-8-8 |;
=
e

Kerio Operator

Figure 14.2 Call queue
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14.2 Agents

Call Queue login / logout

Callers login to the queue by calling the queue’s number. Agents can login wither dynamically
by dialing a special number or their extension can be permanentally assigned to the queue.
The settings depends upon your company’s policy.

e Dynamic login/logout — each agent has their own phone and table. After arriving to
work, they login to the queue using a special code and later they logout.

e Permanent login — agents take turns operating phones in shifts (non-stop call centers)
— the phone is permanently assigned to a queue and agents take turns operating one
phone.

e Combination of both the above options. Some agents are permanently assigned and
others login dynamically. This is convenient during the peek-hour shift. The queue is
then attended by more agents than in other shifts.

Apply settings as described below:

1. Select the call queue or create a new one (section 14.1) in section Configuration — Call
Queues.

2. GIn the displayed dialog, go to tab Agents (see figure 14.3):

Add Call Queue FAIE

General | Agents | Announcements | Advanced

| Allow dynamic agent loginlogout
Agents log in by dialing: 4546

Agents log out by dialing: 4546

Permanently assigned agents:

Extension Description Full Mame Add... |
301 John Smith Remove |
304 John Doe

Give agents this wrap-up time after each call; 5 minutes w

Cancl

Figure 14.3 Call Queue — Agents tab
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Dynamic login
Check the Allow dynamic agent login/logout and eneter codes for the queues login
and logout. Make sure the codes are different from the extension numbers.

Permanent login
Click on Add and enter the agent’s extension.

3. Regardless of the queue strategy, you may set time when no call will be connected to the
agent. This enables the agnt to process the call. If your agents need to fill in a rcord after
each call, set the appropriate in the Give agents this wrap-up time after each call menu.

Operating more queues at once

Agents do not ahve to operate one queue at a time (see figure 14.4). Our example illustrates the
queue use in a fictional electricity provider. This company has one queue for households, one
for businesses and another one for VIP customers. Since questions about electricity outages
and due invoices are similar with different services available to different customers, the queues
are operated by the same agents.

VIP

3

Companies
0848 — 8
Agent
Kerio Operator
& Households

Figure 14.4 Operating more queues at once
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14.2 Agents

To help agents identify the queues, you can upload various recordings for each queues.
The recording identifying a queue is played to the agents before a call from this queues is
connected.

Upload new recoding as follows:

1. Select the call queue or create a new one (section ) in section Configuration — Call
Queues.

2. In the displayed dialog, go to tab Announcements.

3. Check theHelp agents identify the source queue by playing this announcement and click on
Select.

4. This opens the Select Audio File dialog. You can either double-click a recording to select it
or upload your own recording to Kerio Operator (it must be in WAV or GSM format). Use
the Upload button.

You can play a recording by selecting it and clicking on Play.

It is also possible to set priorities for individual queues. Queues with higher priority will be
process earlier. In our example (see figure ), the electricity provider may use the following
priorities:

e VIP — high priority,

e Businesses — medium priority,

e Households — low priority.
Apply settings as described below:

1. Open the Configuration — Call Queues section.

o

Select a queue or create a new one (section ).

3. In the displayed dialog, go to tab Advanced and set the desired priority (see figure ):

s

Repeat the configuration for other queues.
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Add Call Queue 7%
General | Agents | Announcements | Advanced

Exception Handling
Choose another agent if the selected one does not answer in: 15 seconds w

If the queue has no agents:
| Callers cannot join the queue

| Terminate calls that are already waiting

Advanced
Queue priority: Medium bt
Record calls Low
Medium {}_,.,)
High

Cancl_|

Figure 14.5 Call Queue — Advanced tab

Agent Does Not Answer

The following situations may occur during call queues operation:

e Agents does not answer the phone even though they are connected to the queue.

e In case all agents use dynamic login, the queue may not have any agents available.

Go to section Configuration — Call Queues to configure Kerio Operator:

1.

2.

Select the call queue:
In the displayed dialog, go to tab Advanced (see figure 14.5).

In the Exception Handling section, set the time limit for actions when agent does not
answer the call. When the time limit expires, the call will be directed to the next agent
according to the queue strategy.

If no agents is currently assigned to the queue, it is possible to prevent new callers
from being queued. Also, you can check the option that all already waiting calls would
be disconnected. Check both option especially when the call center working hours are
limited. For example, if your call center works from 8am to 5pm and there are three
customers in the queue after 5pm when all agents have logged out, they could theoretically
wait till morning for agents to login and handle their call.
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14.3 Announcements for Callers in a Queue

Customer waiting in a call queue can receive the following informationwhile waiting:
e customer’s position in the queue

o estimated hold time (Kerio Operator is able to count the average waiting time of the
previous customers),

e another announcement (for example promotinal announcement or an apology for
waiting) which can be periodically repeated.

You can also set the language of these announcements.

Apply these settings by using the following instructions:

1. Open the Configuration — Call Queues section and select the queue.

2. In the displayed dialog, go to tab Announcements.

3. In the Customers section, click on Select to set the periodic announcement.

4. This opens the Select Audio File dialog. Double-click a file to upload it to the system.

5. If the file is not available, click the Upload button to upload it to Kerio Operator from your
computer.

6. Set the repeat cycle.
7. Select the repeat cycle for the position in queue announcement.

8. If you wish your customer to know the estimated waiting time in the queue, check the
Include estimated hold time.

9. Eventually, you can select the announcement language.

14.4 Recording Calls

Kerio Operator allows recording calls from call queues. No other module or equipment is
necessary. Setting can be done as follows:

1. Open the Configuration — Call Queues section and select the queue in which you wish to
record the calls.

2. In the displayed dialog, go to tab Advanced.

3. Check the Record calls option.
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List of recorded calls

All recorded calls from call queues are also listed in a special table. They can be found in
section Status — Recorded Calls. This section displayed a table where each recorded call
occupies one line.

Deleting Reco