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Chapter 1
Introduction

This guide describes in detail the steps needed to deploy WinRoute in an example net-
work. This network includes most elements present in a real-life WinRoute network —
Internet access from the local network, protection against attacks from the Internet, ac-
cess to selected services on the LAN from the Internet, user access control, automatic
configuration of clients on the LAN, etc.

Another issue is to provide interconnection of networks between the headquarters and
a branch office by a secure (encrypted) channel (so called VPN tunnel) and secure access
of clients to the local network via the Internet using WinRoute.

WinRoute configuration will be better understood through an example of a model net-
work shown at figure 1.1.
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Figure 1.1 Network configuration example






Chapter 2
Headq uarters conﬁguration

This chapter provides detailed description on configuration of the local network and
setup of WinRoute in company headquarters. The same guidance can also be followed
for configuration of the network in branch offices (only the IP subnet must be different).

Note: This document does not describe Active Directory configuration, addition of host
to domains as well as other issues not fully associated with WinRoute. For detailed
instructions on these topics, contact Kerio technical support.

For purposes of this example, it is supposed that an Active Directory domain
company.com is created in the headquarters’ LAN and all hosts in the network are in-
cluded in this domain.

2.1 Selection of IP addresses for LAN
The following options can be used to select IP addresses for your LAN:

e Use public IP addresses. The ISP will assign a required number (range) of IP addresses
and set routing parameters.

e Use private IP addresses and IP translation (NAT). The ISP mostly assigns only one
public IP address. Under such circumstances, the local network will be “hidden” be-
hind this IP address entirely.

Private addresses are represented by special IP ranges that are reserved for local
networks which do not belong to the Internet (private networks). These addresses
must not exist in the Internet (Internet routers are usually set in order to drop all
packets that include these addresses).

The following IP ranges are reserved for private networks:
1. 10.x.x.x, network mask 255.0.0.0
2. 172.16.x.x, network mask 255.240.0.0

3. 192.168.x.x, network mask 255.255.0.0

Warning: Do not use other IP addresses in private networks, otherwise some Web
pages (those networks that have the same IP addresses) might be unavailable!



2.2 Configuration of network interfaces of the Internet gateway

In our example, we will focus on private networks connected to the Internet through
a single public IP address. For the headquarters’ LAN, the private addresses
192.168.1.x with subnet mask 255.255.255.0 (IP subnet 192.168.1.0) will be used
whereas IP addresses10.1.1.x with subnet mask 255.255.255.0 (IP subnet 10.1.1.0)
will be used for the filial’s LAN.

2.2 Configuration of network interfaces of the Internet gateway

Internet gateway is a host (or a server) at the boundary of LAN and the Internet. It is the
machine where WinRoute will be installed (refer to chapter 2.3).

Internet Interfaces

TCP/IP parameters of the Internet interface must be set according to information pro-
vided by your ISP. The following parameters are required for proper functionality of
the Internet interface: IP address, subnet mask, default gateway and at least one DNS
server’s address.

The web interface of the company headquarter’s gateway must have a fixed IP address to
make it possible for the filial’s server and VPN clients to connect to it (see requirements
in chapter 1). Suppose that the ISP has aasigned IP adddress 63.55.21.12. Itis also rec-
ommended to assign a DNS name (e.g. kwf.company.com) to this IP address; otherwise
all VPN clients will be required to define the server by the IP address.

Verify connectivity (i.e. by using the ping command or by opening a Web site using your
browser).

LAN Interface

The following parameters will be set at the LAN Interface:

e [P address — we will use the 192.168.1.1 IP address (refer to chapter 2.1)
o network mask — 255.255.255.0

o default gateway — no default gateway is allowed at this interface!

e DNS server — for proper functionality of authentication in the Active Directory, the
particular domain server must be set as the primary DNS server. Use the Preferred
DNS server entry to specify the IP address 192.168.1.2.
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Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically
i+ Lsge the following |P address:

IF address: 192 .188. 1 . 1

Subnet magk: I 285 255285, 0

Default gateway: I

€ Dbtain DME semver address autamatizally

i+ Use the fallowing DMS server addresses:

Preferred DMS zerver: I 192 163 . 1 . 2

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 2.1 TCP/IP configuration at the firewall’s interface connected to the local network

2.3 WinRoute Installation

On the host which is used as the Internet gateway (see chapter 2.1), start WinRoute’s
installation. Select the Typical installation type.

If the installation module detects the Windows Firewall / Internet Connection Sharing
service,'it asks whether the service should be disabled. It is strongly recommended
to disable the service, otherwise low-level collisions might occur and WinRoute will not
work correctly. It is also recommended to disable also other system services which might
cause collisions — Universal Plug and Play Device Host and SSDP Discovery Service.

In the final stage of the installation, the WinRoute’s initial configuration wizard is started
where you set administration username and password (see figure 2.3).

1" In Windows XP Service Pack 1 and older versions, the integrated firewall is called Internet Connection Firewall



2.3 WinRoute Installation

ji Kerio WinRoute Firewall - Installshield Wizard

System Service Conflict

Conflict with the system services has been detected.

Kerio WinFoute Firewall is conflicking with several syskem services, It is highly recommended
ko disable them.

L\'. Windows Firewall /Internet Connection Sharing (IC5)
[ Disable this system service

L\'. Universal Plug and Play Device Host
[ Disable this system service

I, SSDP Discovery Service
[ Disable this system service

Installation setup will change the configuration of the selected services to disable them
From start, IF wou are unsure, disable the system service,

InstallShield

< Back

Zancel |

Figure 2.2 Detection of colliding system services

Restart your machine when the installation is completed.

Notes:

1. Upon each startup, WinRoute detects automatically whether the Windows Firewall /
Internet Connection Sharing is running. If it is, WinRoute stops it. This obviates col-
lisions with system components Windows Firewall' and Internet Connection Sharing.

2. In Windows XP Service Pack 2, WinRoute automatically registers in the Security Cen-
ter. This implies that the Security Center always indicates firewall status correctly
and it does not display warnings informing that the system is not protected.
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ji Kerio WinRoute Firewall - InstallShield Wizard

Administrative Account

Zonfigure an account with Full access ko the administration,

Please provide username and password For an account which will have Full access to the
adminiskrakion,

Once the installation is complete this user can login using the administration console and
configure the product,

Llsername: |.ﬁ.u:|min

Password: I***********

Zonfirm Password: |***********

j,_,l Do not leave the password blank and make it at least six characters long.

InstallShield

< Back I Mext = I Zancel

Figure 2.3 Initial configuration wizard — setting password for administration

2.4 Basic Traffic Policy Configuration

Run the Kerio Administration Console and connect to the localhost (the local computer)
with the user name and password defined during installation. The Network Rules Wizard
will be started automatically after the first login.

Set the following parameters using the Wizard:

e Internet connection type (Step 2) — type of interface via which the firewall is con-
nected to the Internet

3 Network rules Wizard | x|

Type of Internet Connection - page 2 of 8

Pleaze select the type of pour Internet connection:

{+ Ethernet, DSL, cable modem or ather
" Dial-Up [modem, ISOM, PPPE]

Figure 2.4 Network Policy Wizard — selection of Internet connection type

e Internet interface (Step 3) — select an Internet interface or appropriate dial-up.

10



2.4 Basic Traffic Policy Configuration

3 Network rules Wizard | x|

|nternet Adapter - page 3 of 8

Select a netwark. adapter connecting the firewall computer to the Internet;

Axailable Adapters: Ilnternet vI

Adapter information

IP address: |63.55.21.12
Metwork mask: | 255,255, 255,224
MAC address: | 00:04:76:1c:5e:9c

Figure 2.5 Network Policy Wizard — selection of Internet interface

Rules used for outgoing traffic (Step 4) — these rules enable access to Internet ser-
vices.

3 Network rules Wizard | x|

Outbound Palicy - page 4 of 8

Select how you want to restrict uzers in the LAM when acceszing the
Internet

o Allow access to all services [no limitations)

{ Allow access to the following services only:

Senice | Frotocol | Source Port | [Destination Part
HTTF TCFP Ay an
HTTPS TCP Ay 443
FTF TCP Ay 21
SMTF TCP Ay 25
DHS  TCRAUDP Ang A3
FOP3 TCP Ay 110
IMaF  TCP Ay 143
Telnet TCP Ary 23

Figure 2.6 Network Policy Wizard — rules for outgoing traffic

VPN Server policy (Step 5) — check Yes, I want to use Kerio VPN to create traffic rules
that will enable interconnection of the headquarters with branch offices as well as
connections of remote clients (refer to chapter 4).

To allow remote access to shared folders and files in the network by a web browser,
enable the Create rules for Kerio Clientless SSL-VPN option.

11



Chapter 2 Headquarters configuration

3 Network rules Wizard | x|

WM - page Hof 8

Select whether you want to uze the Kerio WinBoute Firewall's built-in WP
features. |f pou want bo uze a third party %¥PM zolution zuch az Microzoft PPTR,
uncheck the checkboxes.

v Create riles for Kerio YPM server

[¥ Create riles for Kerio Clientless SSLAPN

Figure 2.7 Network Policy Wizard — rules for Kerio VPN

e Rules for incoming traffic (Step 6) — for example, mapping to SMTP (email) server.

#: Inbound Mapping EEd

Service iz running on

£+ Firewall

 |P Address: |

Service: I SMTF LI

ok Cancel |

Figure 2.8 Network Policy Wizard — mapping of SMTP server

3 Network rules Wizard | x|

|nbound Palicy - page B of 8

If you have any servers wnning in your LAK that should be available
from the |nternet, specify them below. IF not or pou don't know, just skip

this page.
IP Addrezs | Service |
Firewwall K.erio WM
Firewwall SMTF
Add... Edit... Remove

Figure 2.9 Network Policy Wizard — rules for incoming traffic
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2.5 DHCP Server Configuration

Note: In this step you can also define mapping for other hosted services such as an
FTP server. This will be better understood through the second method — custom rule
definition. For details, see chapter 2.13.

Sharing of the Internet connection (Step 7) — network address translation (NAT) must
be enabled if private IP addresses will be used within the LAN.

3 Network rules Wizard | x|

|nternet Sharing [MAT] - page 7 of 8

MAT [Metwork Addresz Translation] can provide |nternet access for the
entire Local Area Metwork, [LAM] uzing the public IP address azsigned
to pour Internet interface.

¥ Enable HAT

Figure 2.10 Traffic Policy Wizard — Internet connection sharing (NAT)

Note: It is meaningless to create rules for Kerio VPN at the filial’s server and for incoming
traffic (the server uses a dynamic IP address and clients cannot connect to it).

2.5 DHCP Server Configuration

Example Notes

The following methods can be used to assign IP addresses to local hosts:

The 192.168.1. 2 static IP address will be assigned to the domain server / FTP server
(its IP address must not be changed, otherwise mapping from the Internet will not
work).

A Static IP address will be assigned to the network printer by the DHCP server (DHCP
lease). Printing machines cannot have dynamic IP addresses, otherwise they would
be unavailable from clients if the IP changes.

Note: IP addresses can be assigned to printing machines either manually or by a DHCP
server. If a DHCP server is used, the printing machine is configured automatically
and its address is listed in the DHCP lease list. If configured manually, the printing
machine will be independent of the DHCP server’s availability.

Dynamic IP addresses will be assigned to local workstations (easier configuration).

13
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Figure 2.11 Example of configuration of a network with assigned IP addresses
Notes:

1. The DNS domain in the LAN must be identical with the Active Directory domain (i.e.
company . com).

2. IP addresses 10.1.1.x with the mask 255.255.255.0 and the
fiTial.company.com DNS domain will be used in the network of the branch office.

DHCP Server Configuration

Go to the Configuration — DHCP server section in Kerio Administration Console. Open
the Scopes tab to create an IP scope for hosts to which addresses will be assigned dynam-
ically (the Add — Scope option). The following parameters must be specified to define
address scopes:

e First address — select 192.168.1.10 (addresses from 192.168.1.1 to
192.168.1.9 will be reserved for servers and printing machines),

e Last address — 192.168.1.254 (address with the highest number that can be used
for the particular network)

e Network mask — 255.255.255.0

14



2.5 DHCP Server Configuration

e Default gateway — IP address of the firewall interface that is connected to the local
network (192.168.1.1).

Note: Default gateway specifies the route via which packets from the local network
will be routed to the Internet. Routing via WinRoute will enable traffic filtering, user
authentication, etc.

e DNS server — IP address of the domain server (192.168.1.2 — see chapter 2.2).

¥ Address Scope 7 x|

Drezcription: IL::u:aI rietwark,

—Scope definition

First address: I'IEE.'IEB.'I.'IEI Last address: |192.1EB.1.254
Metwark maszk: |255.255.255.EI Exclugions. .. |

v Lease time: |4 2 dayls) |EI SIE |EI =

—Dptiohz
[v Default gatewsay: I‘I 92.165.1.1

v Ciomain name server: |'IE|2.'IEB.'I.2

[~ WINS name server: |

[v Domain narme: Iu:u:umpan_l,l.cu:um

Advanced... |

ok LCancel |

Figure 2.12 DHCP server — definition of IP range for workstations

Create a lease for the network printing machine using the Add — Reservation... option.
The address you reserve need not necessarily belong to the scope described above, how-
ever, it must belong to the specified network (in this example the 192.168.1.3 address
is reserved). You need to know the hardware (MAC) address of the printing machine to
make the reservation.

TIP: Do not make the reservation manually unless you know the MAC address of your
printing machine. Run the DHCP server and connect the machine to the network. An
IP address from the formerly defined scope (see above) will be assigned to the printing
machine. Mark this address in the Leases tab and use the Reserve... button to open a di-
alog where the appropriate MAC address will be already defined. Insert the appropriate

15
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¥ Lease Reservation 7 x|

Drezcription: INetwurk printer

—Lease definition

Rezersation for; I hardware address LI

Walle: I32:?a:55:ﬂ1:|::|:::5?

Advanced... |

Rezerved address: I'I 92168.1.3

ok LCancel |

Figure 2.13 DHCP server — reserving an IP address for a printer

IP address (and its description if desirable) and click on the OK button. Restart your
printing machine. The appropriate IP address will be assigned to the printing machine
by the DHCP server after the restart.

Notes:

1. Do not use the DHCP server unless all desired scopes and reservations are made or
unless you need to determine a client’s MAC address (see above).

2. You can also use another DHCP server to detect settings of your network equipment
automatically. Set the firewall computer’s internal IP address as the default gateway
and DNS server in parameters for this range on the DHCP server.

2.6 DNS configuration and setting of DNS Forwarder

Setting DNS at the domain server

To provide proper functionality of Active Directory, it is necessary that a domain server
is set as the primary DNS server. In DNS configuration at this server, set DNS forwarding
for the other DNS Forwarder domains in WinRoute, i.e. to IP address 192.168.1.1. This
will ensure correct forwarding to the filial’s domain (see chapters 4.1 and 4.2) and speed
up answering queries forwarded to DNS servers to in the Internet.

Now, specify DNS name of the WinRoute host (e.g. kwf.company.com). This name will
be used by clients for connections to the WinRoute’s web interface.

16



2.6 DNS configuration and setting of DNS Forwarder

SERVER Properties EE |

Debug Logging | Event Logaing I Monikaring
Interfaces Forwarders | Advanced I Foot Hinks

Forwarders are servers thak can resolve DMNS queries not answered by
this server, Forward queries For names in the Following DRS domains,

DM3 domain:

Al other DRS domains

Mew, ..
Eemove |
To add a Forwarder, seleck a DNS domain, tvpe the Forwarder's IP address
below, and then click Add,
Selecked domain's Forwarder IR address lisk;

fdd

Remove

]

il

[

Mumber of seconds before Forward queries time ouk; I 5

[ Do not use recursion For this domain

(] 4 I Zancel | Al

Figure 2.14 Microsoft DNS server — DNS forwarding configuration

e 1]

Mame {uses parent domain name iF blank);
| b

Fully qualified domain name (FODMN):

I kawF . company, canm,

IP address:
|192 168 1 A1

¥ Create associaked pointer (PTRY record

Add Host I Zancel

Figure 2.15 Specification of DNS name for the WinRoute host
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DNS Forwarder configuration

Go to Configuration — DNS Forwarder to configure DNS servers to which DNS queries
will be forwarded. It is recommended to use the Selected domain’s forwarder IP address
list option and to enter IP addresses of one or more DNS servers in the Internet (for
easier debugging).

DNS servers of your Internet connection provider are the most convenient ones for this
purpose (best availability). To get their IP addresses, contact the provider.

~*.| DNS Forwarder McAfee

Proven Secusrity™

[v Enable DMS forsarding
—DMS fonwarding

" Forward DMS queries to the server automatically selected from DNS servers known to the operating system

f* Forward DMS queries to the specified DNS servers]

OMS Server(z): IES.EE.E'I 16355110 |Jze zemicolons [ ;] to zeparate individual entries

v Enable cache for faster responze bo repeated quernies Clear cache |
v Use custom faraarding Define... |

—5Simple DMNS resalution

Before fonmarding a query, ty ko find name in:

[ ‘hosts' file Edit file... |

[~ DHCF leaze table

YWwhen rezolving name from ‘hosts' file or leaze table combine it with DHS domain below:

Figure 2.16 DNS Forwarder configuration
Advanced parameters of the DNS Forwarder:

e Itis recommended to enable the Enable cache... option (this will fasten responses to
repeated DNS queries).

e Enable the Use custom forwarding option to set parameters necessary for correct for-
warding of DNS queries between the headquarters network and networks of branch
offices. For detailed description on these settings, refer to chapter 4.1 (or to chap-
ter 4.2).

18



2.7 Web interface and SSL-VPN configuration

e Leave the ’hosts’ file and DHCP lease table options disabled as DNS Forwarder is not
used as a local domain’s DNS server (this function is executed by a DNS server at the
domain’s server).

2.7 Web interface and SSL-VPN configuration

In Configuration — Advanced Options — Web Interface / SSL-VPN, enable the Clientless
SSL-VPN interface and the WinRoute’s web interface. The Clientless SSL-VPN interface is
used for secured remote connections to shared files in local networks by a web browser.
The WinRoute’s web interface is used for viewing of information on attempts for access
to denied websites (see chapter 2.10) and it can be also used for setting of some user
account parameters or for access to statistics.

;42| Advanced Options McAfee

Proven Secsrity™

Security Setkings | Web Interface | SSL-YPM ILIpu:Iate Checker |SMTF‘ Relay |F‘2F‘ Elirninakar |

—kerio Clientless S3L-YPMN

v Enable Kerio Clientless SSL-YPM server Advanced. .. |

—User Web Interface

¥ Enable HTTP Web inkerface

¥ Enable HTTPS (S5L-secured) Web interface Advanced. ., |

WinRoute server name: Ika.u:u:umpany.u:u:um

This is the name that will be displayed in the browset's URL bar.

[~ &llow access only From these IP addresses: I vI Edit... |

Figure 2.17 Setting of paramateres for the Clientless SSL-VPN and the web interface

In Kerio SSL-VPN, enable the Clientless SSL-VPN interface’s server. Use the Advanced —
Change SSL certificate — Create SSL certificate option to create a new certificate (a self-
signed certificate) with servername kwf.company.com.

In User web interface, enable the web interface and use the same method as describe to
create a certificate.

HINT: Self-signed certificates created here can be later replaced by certificates issued by
a public certification authority.

19
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#¥: Generate Certificate | x|

—attributes

Hostname® ; Ika.u:u:umpany.u:u:um

Organization Mame: ICDmpany Inc.

Organization Unik: IIT

ity [ig City

Skate or Province: IC.ﬁ.

Counkryt I nited States :I

The required fields are marked with an askerisk (*).

(] 4 Zancel |

Figure 2.18 Creating SSL certificate for the Clientless SSL-VPN and the web rozhrani

2.8 Mapping of user accounts and groups from the Active Directory

To enable disposal of Active Directory user accounts, set mapping of a corresponding
domain and define a template that will apply specific WinRoute parameters (user rights,
data transfer quotas, etc.) to all users.

Domain mapping

There is an Active Directory domain created in the local network. Therefore, it is not
necessary to define local user accounts in WinRoute. Simply map a corresponding do-
main.

To set Active Directory domain mapping, go to the Active Directory tab under User and
Groups — Users.

Active Directory mapping
Enter the DNS name of the — company.com domain to the Active Directory domain
name entry.
The Description item is for better reference only.

Domain Access
WinRoute needs to know username and password for access to the Active Directory
database. Access with read rights is satisfactory for this purpose. This means that
it is possible to use any user account belonging to the particular domain.
Note: It is not necessary to set the Advanced parameters.

20



2.8 Mapping of user accounts and groups from the Active Directory

2 | users McAfee

Proven Secsity™

User Accounts I Authentication Options | Active Directory

—active Direckary Mapping

[¥ Map user accounts from the Active Directory domain to Kerio ‘WinRoute Firewall

Ackive Directory domain name: Icampany.cnm

Descripkion: ICumpanv headquarters' domain

—Damain Access

ficcount wikh rights ko read user database:

User narme: I.ﬁ.dministrator

I************
Passwiord:

Advanced. .. |

—MT Authentication

¥ Enable NT domain authentication For this domain

MT domain name; | COMPARY

Figure 2.19 Settings of Active Directory domain mapping

NT authentication
To enable automatic user authentication from web browsers and to keep compat-
ibility with older Windows versions, it is recommended to enable authentication

against Windows NT domain.
Use the NT domain name entry to insert a corresponding Windows NT domain

name, i.e. COMPANY.

Creating templates for user accounts
On the User Accounts tab, select the mapped Active Directory domain, i.e. company.com.

Click on the Template button to define a template for user accounts. It is also intended
to enable remote users to access the local network by Kerio VPN Client or Clientless
SSL-VPN (see chapter 1). Set user rights on the Rights tab.

21
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2 | users McAfee

Proven Security™

User Accounts I Authentication Options I Active Direckory I
Darnain: I COmMpanyy . cam ;l Search: |

Mame | Fullname I Descripkion I Groups

1 abaker Alice Baker Assiskant Sales,skaff

2 admin Adrninistrator WinRoute administrator

2 jsmith John Smith Technician Skaff, Technicians
¥ Hide disabled user accounts

Add... Edit... Remove Template. .. Import. ..

Figure 2.20 Overview of user accounts in the mapped domain

3 User Template for "company.com' Domain | x|
Rights I Quoka | Zontent rules |

—administration Rights

% Mo access ko administrakion
" Read only access ko administration

£~ Full access ko administration

—additional Rights

[~ User can override W\A'W content rules
[~ User can unlock URL rules

[~ User can conneck using YPH

¥ User can use Clientless SSL-YPN

¥ User is allowed ko use P2P networks

[~ User is allowed ko view skatistics

(] 4 Zancel

Figure 2.21 Template for user accounts — setting rights for Kerio VPN and Clientless SSL-VPN
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2.9 Address Groups and Time Ranges

2.9 Address Groups and Time Ranges

Open the Definitions — Address Groups section to create IP groups that will be used
to limit access to email accounts (refer to chapter 2.13). This group will consist of
the 123.23.32.123 and 50.60.70.80 IP addresses and of the entire 195.95.95.128
network with the 255.255.255.248 network mask.

s Address Group | x|

—aAddrezs Group

M armne: I Email access LI
—Properties
Type: I Hozt LI

Huoztname/|P: I'I 232332123

Drezcription: I

ok LCancel

Figure 2.22 [P address group — addition of a host

s Address Group | x|

—aAddrezs Group

M armne: I Email access LI
—Properties
Type: I M etvark /b ask, LI

Huoztname/|P: I'I 959595123

Drezcription: I

ok LCancel

Figure 2.23 [P address group — addition of a subnet
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Note: Name must be identical for all items so that all items will be added to the same
group.

24



2.9 Address Groups and Time Ranges

(19| Address Groups

lkem | D ezcription

= 75 Email access
™ 50,60 70,80

----- 1232332123

5 195.95.95,128 / 255 255 255 243

Figure 2.24 Resultant address group

Go to Definitions — Time Ranges to create a group that will be limited to accessing
Internet services during the labor hours (from Monday to Friday from 8 A.M. to 4:30
P.M., Saturdays and Sundays from 8 A.M. to 12 A.M.).

3 Time Range | x|

— Time range

M armne: ILaI:u:uur timne LI

— Description

[weekdays from & AM to 17 PM

— Time zettings

Time range type: I Craily vI
Fram: |na:nn:nn e

To: |1E:EEI:EE| e

Walid on: IWeekda_l,l vI

;F + F+ + F I T
bMon  Tue ‘wed Thu Fi Sat Sun

ok LCancel

Figure 2.25 Labor time definition for working days (from Monday to Friday)
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3 Time Range E

— Time range

M armne: ILaI:u:uur timne LI

— Description

[\w/eekend from 8 AM to 12 PM

— Time zettings

Time range type: I Craily vI
Fram: |na:nn:nn e

To: |11:59:59 e

Walid on: I'W'eekend vI

r r r rr F ¥
bMon  Tue ‘wed Thu Fi Sat Sun

ok LCancel

Figure 2.26 Labor time definition for weekends (Saturday and Sunday)

Notes:

1. You can use predefined day groups (Weekday or Weekend) to define the Valid on

entry — it is not necessary to tick each day individually.

2. The Name entries must be identical so that only one time range will be created.

9| Time Ranges

lkem Yalid on D ezcription

= & Labour time
G} Draily from 3:00:00 to 16:59:53  Weekday  ‘wWeekdavs from 3 4k to 17 P

) Daily from 3:00:00 t0 11:53:59  Weekend  ‘Weskend from 8 AM to 12 PR

Figure 2.27 This is the result Labor time range
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2.10 Web Rules Definition

2.1

0 Web Rules Definition

Requirements

Access to Web pages will be limited by the following restrictions:

o filtering of advertisements included in Web pages

e access to pages with erotic/sexual content is denied

e access to Web pages that offer jobs is denied (only users working in Personal Depart-
ments are allowed to access these pages)

e user authentication will be required before access to the Internet is allowed (this way
you can monitor which pages are opened by each user)

Predefined HTTP Rules

The following basic HTTP rules are already predefined and available in the URL Rules tab
in Configuration — Content Filtering — HTTP Policy:

|4

e

{ .

)| HTTP Policy McAfee

IURL Rules ICnntent Rules I Cache I Proxy Server I URL Groups I Forbidden Words I 155 Qrangeiteb Filker I

Description I Ackion I Candition I Properties

Allowy automatic updates \/ Permit  all objects From hkp: f* kerio, com™ (3 Block: viruses
O remave advertisement and banners 2 Drop Al objects From URL group: Adsibanners

Alloy 113 Windows automatic updates \/ Permit  all objects From URL group: windows Updates

Deny sites rated in [33 Orangeweb filker categaories  © Deny all objects From URL Database

Figure 2.28 Predefined rules for web filtering

Allow automatic updates

This rule allows automatic updates of WinRoute and the McAfee antivirus from the
Kerio Technologies website. This rule can be helpful if rules denying automatic
updates are defined.

Remove advertisement and banners

Filtering of advertisements and banners. According to this rule all objects matching
with the predefined Ads/banners URL group are dropped. Check this rule to activate
it.

Note: It might happen that a page that does not represent any advertisement is
dropped. If so, remove an appropriate item (the one that causes the problem) from
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Chapter 2 Headquarters configuration

the Ads/banners group or add an exceptional rule for particular pages (we recom-
mend using the second method).

Allow MS Windows automatic updates
The rule allows automatic updates of Windows operating systems from Microsoft’s
servers. This rule can be helpful if rules denying automatic updates are defined.

Deny sites rated in ISS OrangeWeb Filter categories
This rule denies access to Web sites that match selected ISS OrangeWeb Filter mod-
ule categories.
Use the Select Rating... button to select categories that will be blocked first. Select
appropriate categories in the Pornography section to deny access to pages with
erotic/sexual content.
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2.10 Web Rules Definition

#: Set ISS OrangeWeb Filter Categories | x|

Categary |
[+~ Criminal Activities

-- Drugs

-- Enterkainment | Culture

-- Extreme

-- Finance | Investment

-- Games | Gambling

-- Information | Communication
.. T

-- Job Search

-- Lifestyle

-- Medicine

-- Ordering

El Pornographey [ Mudity

i Erokic | Sex

Pornographey

i Swimwear | Lingerie
-- Private Homepages

-- Society | Education | Religion
-- Wehicles [ Transportation

- Weapons

Check [Uncheck

Zancel

Figure 2.29 Setting ISS OrangeWeb Filter categories

Notes:

1.

The basic WinRoute license does not provide the ISS OrangeWeb Filter system
(a special license version must be purchased). However, this system is available
in the WinRoute trial version.

The ISS OrangeWeb Filter system included in WinRoute must communicate with
specific Internet database servers. This means that the traffic policy must en-
able access to the COFS service (6000/TCP) from the firewall. Note: Rules cre-
ated by the Network Rules Wizard allow all traffic from the firewall to the Inter-
net — it is not necessary to define a new rule.

You can define multiple URL rules that will use the ISS OrangeWeb Filter rating
technology. Multiple categories may be used for each rule.

We recommend you to enable the “unlock” option in rules that use the ISS
OrangeWeb Filter rating technology as a page may be classified incorrectly
and useful information might be blocked under certain conditions. All unlock
queries are logged into the Filter log — here you can monitor whether unlock
queries were appropriate or not.
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Note: You can insert the information that will be displayed in the Advanced tab (URL
Rules) or forward users to another page when an attempt for connection to a denied
page is detected.

Creating Custom URL Rules

Rules that will be used for certain users or user groups may be added after the rule that
requires authentication for all users.

You can add a rule that will enable users belonging to the Personal Department group to
access pages where jobs are offered.

s URL Rule | x|

General I.ﬁ.dvanced |Cu:untent Fules |

Descripion IJ:::I:: search - HR department

—If user accessing the URL is

" any user

[T domok reguire authenticakion

¥ selected user(s): | o HR department

Set...

—and URL matches criteria

= URL begins with: |*

™ is in URL group: | Ads{banners =l

{* s rated by 155 CrangewWehb Filker rating system  Seleck Rating. .. |

" is any URL where server is specified by an IP address

—Ackion

\/ f* pllow access to the Web site

< 4 " Deny access to the Web site

[ Log

Figure 2.30 URL rule — allowing a user group to access a web category
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2.10 Web Rules Definition

A rule that will deny all users to access pages with job offers must be added after the
previous rule.

s URL Rule | x|

General I.ﬁ.dvanced |Cu:untent Fules |

Descripion IJ:::I:: search - all other users

—If user accessing the URL is
% any user

¥ do ot require authentication

" selected user(s):

b=

—and URL matches criteria

= URL begins with: |*

is in LRL group: | Adsibanners ;I

~
{* s rated by 155 CrangewWehb Filker rating system  Seleck Rating. .. |
~

iz any URL where server is specified by an IP address

—Ackion

\/ ™ Allow access ko the Web site
12 (% Deny access to the Web site

¥ Log

Figure 2.31 URL rule — disallowing any other users to access a web category
Notes:

1. It is recommended to enable the do not require authentication option in the rule
which denies access for all users, otherwise unauthenticated users attempting to
open a denied page will be forwarded to the login page before receiving the denial
page (or a blank page, in accordance with the setup on the Advanced tab).

2. In both rules mentioned above only the jobSearch category is selected.
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#: Set ISS OrangeWeb Filter Categories | x|

Categary |
[+~ Criminal Activities
-- Drugs
-- Enterkainment | Culture
-- Extreme
-- Finance | Investment
-- Games | Gambling
-- Information | Communication
.. T
El Job Search
Job Search
-- Lifestyle
-- Medicine
-- Ordering
-- Pornographey [ Mudity
-- Private Homepages
-- Society | Education | Religion
-- Wehicles [ Transportation
- Weapons

Check [Uncheck Zancel

Figure 2.32 URL rule — selection of web categories

User authentication for accessing Websites

The last optional restriction is user authentication while accessing Web pages. To enable
this authentication, use the Always require users to be authenticated when accessing web
pages option in the Authentication Options tab under Users and groups — Users.
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2.10 Web Rules Definition

2 | Users McAfee

Proven Seasity™

ser fccounts | Authentication Options | Ackive Directary

—w'eb Authentication

¥ &lhways require users to be authenticated when accessing web pages
[+ Enable user authentication automatically performed by Web browsers

Mote: MT domain authentication must be configured properly.

—Aubomatic Logouk

v Automatically logout users when they are inackive

Timeout: |120 rinukeds)

Figure 2.33 User authentication for accessing Websites

HTTP Cache Configuration

Cache accelerates access to repeatedly opened Web pages, thus reducing Internet traffic.
Cache can be enabled from the Enable cache on transparent proxy and the Enable cache
on proxy server options in Configuration — Content Filtering — HTTP Policy.

Set the cache to the desirable size with respect to the free memory on the disc using the
Cache size entry. Thel GB (1024 MB) value is set by the default, the maximum value is
2 GB (2048 MB).
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Y )| HTTP Policy McAfee

e Proven Security™

LRL Rules I Content Rules | Cache IF‘erv Server LRL Groups Forbidden Words | 155 OrangeWeb Filker |

—General Options

[~ Enable cache on transparent proxy

[+ Enable cache on prozxy server

HTTR protocal TTL : |1 3: dawis) URL Specific Setkings...

Cache direckory : Ic:'l,pragram fileskeriotwinroute firewallcache

O If wou change the path to a directory, wou must restart WinRoute Firewall Engine.,

Carhe size |1|:|24 3: ME
Memory cache size | |1IZI24 3: KB

Max, HTTP object size ;. |S12 = KB

—Cache Options
[~ Continue aborked download |+ Ignore server Cache-Control directive
[~ Cache responses "302 Redirect” [~ &bways validate files in cache

[~ Use server supplied Time-To-Live

Figure 2.34 HTTP cache configuration

2.11 FTP Policy Configuration

Requirements

FTP usage will be limited by the following restrictions:

e transmission of music files in the MP3 format will be denied

e transmission of video files (+.avi) will be denied during labor time

e uploads (storing files at FTP servers) will be denied — protection of important com-

pany information

Predefined FTP Rules

Go to Configuration — Content Filtering — FTP Policy to set FTP limitations. The follow-
ing rules are predefined rules and can be used for all intended restrictions.
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2.11 FTP Policy Configuration

5| FTP Policy McAfee
b Proven Seamity” |
Drezcription Action Condition
Forbid resume due antivirug scanning o Deny izzue commandz "REST" on any server
Forbid upload o Deny izzue commandz "STOR" an any server
Forbid *.mpag, *.mp3 and *.mpeg files o Deny trangfer file *.mp® from any server
Forbid *. avi files o Deny trangfer file * awi from any server

Figure 2.35 Predefined FTP Rules

Forbid resume due antivirus scanning
This rule denies resuming interrupted data transfer (e.g. caused by a network error).
If files transmitted by FTP are scanned, it is recommended to enable this rule (files
transmitted “in pieces” cannot be reliably scanned).

Forbid upload
Deny storing data at FTP servers — this rule is already defined and it is satisfactory
to switch it on if you intend to use it.

Forbid *.mpg, *.mp3 and *.mpeg files
This option denies transmission of sound files of the listed formats. This rule is
already available and it can be enabled easily.

Forbid *.avi files
This rule will deny transmission of video files. Enable this rule, use the Edit button
to open the appropriate dialog and define the Labor time range in the Advanced
tab.

Warning: The FTP policy refers to all FTP traffic that is processed by the FTP protocol
inspector.

?In the following example, we intend to enable the local FTP server from the Internet.
The Forbid upload rule denies even upload to this server which is not always desirable.
For this reason we must add a rule that would enable upload to this server before the
Forbid upload rule.
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¥: FTP Rule 7 x|
General | Advanced |

—additional rule conditionz

Yalid at time interval:

I Labour time LI Edit... |

Yalid for IP address group:

[ &y =l Edi... |

—Caontent
Type:
I Download LI

File name:

I“.avi

[¥ Scan contents for viruses aceording bo szanning les

Figure 2.36 The Forbid *.avi files rule — setting time interval when the rule will be applied
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2.11 FTP Policy Configuration

s FTP Rule 7 x|

General I.-’-'-.dvanu:ed |

Drezcription: I.-i'-.llcuw upload to the corporate FTF server

—If uzer accessing the FTP server iz
% any user

" any user authenticated on the firewall

" zelected user[s]:l Set...

—and the FTP zerver iz

{0 any server

%" zerver |192.168.1.1EI

£ IP address from agroup: | Email access ;l Edit... |

—Action

W & Allow
o 7 Deny
[ Log

Figure 2.37 FTP rule — allowing uploads to the corporate FTP server
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¥: FTP Rule | x|

General |F'.l:|van|:ed |

—additional rule conditions

Yalid at time interwval:

I Always LI Edit... |

Yalid For IP address group:

| any | Edit... |

—i_ontent
Twpe:

I Upload LI

File name:
I*

¥ Sctan contents For viruses according ko scanning rules

Figure 2.38 FTP rule — allowing upload of any file
Notes:

1. The IP address of the host where the appropriate FTP service is running must be
used to define the FTP server’s IP address. It is not possible to use an outbound IP
address of the firewall that the FTP server is mapped from (unless the FTP server
runs on the firewall)! IP addresses are translated before the content filtering rules
are applied.

2. The same method can be applied to enable upload to a particular FTP server in the
Internet whereas upload to other FTP servers will be forbidden.

2.12 Antivirus Scanning Configuration

Any supported external antivirus application that you intend to use must be installed
first. The McAfee antivirus application is integrated into WinRoute and you will need
a special license to run it.

Select an appropriate antivirus application in the Antivirus tab under Configuration —
Content Filtering — Antivirus and set protocols that will be scanned.
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2.13 Enabling access to local services from the Internet

| Antivirus McAfee

Proven Secsrity™
Ankivirus Engine I HTTP, FTP Scanning Email Scanning
—Ankivirus Software
¥ Use integrated McAfee antivirus engine
@ Running
[T Use external antivirus | pons: LI opkions, .. |
J Disabled

Figure 2.39 Antivirus Scanning Configuration

The HTTP, FTP scanning and Email scanning tabs enable detailed configuration of scan-
ning of individual protocols. Usually, the default settings are convenient.

2.13 Enabling access to local services from the Internet

Go to Configuration — Traffic Policy to add rules for services that will be available from
the Internet. Rules are processed from top to bottom. Therefore, all permission rules
must be located prior to denial rules.

e mapping of the local FTP server

I ame Source Dreztination Service Action | Tranzlation

B FTP server mapping | Intemet €3 Firewall  |%% FTP | |Ma&P13921681.2

Figure 2.40 Making the local FTP servers available from the Internet

e access to other mail server services —allowed from certain IP addresses only

I ame Source Dreztination Service Action | Tranzlation

v

=z
=
L

B fccesstothe emal |55 Emailaccess |63 Firewall

e i

i du” Iw" I
)
[}
el
[N}

e i

Figure 2.41 Enabling access to the firewall’s mailserver services
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Notes:

1. This rule enables access to IMAP and POP3 services in both encrypted and unen-
crypted versions — client can select which service they will use.

2. Based on this example, the SMTP service was mapped by the traffic rules Wizard
(refer to chapter 2.4) — the appropriate rule already exists.

3. Access to the SMTP service must not be limited to certain IP addresses only as
anyone is allowed to send an email to the local domain.

2.14 Secured access of remote clients to LAN

Enable the VPN server for secured access of remote clients (“VPN clients”) to LAN in
the Interfaces tab under Configuration — Interfaces (for details, see chapter 4.1). No
additional settings are required. Communication of VPN clients is already allowed by
the traffic policy created by the wizard — refer to chapter 2.4.

Notes:
1. Kerio VPN Client must be installed at each remote client to enable their connection
to the VPN server in WinRoute. Clients will connect to the server at the headquarters

(i.e. t0 63.55.21.12) and they will be authenticated through their usernames and
passwords for their WinRoute accounts (see chapter 2.8).

For help details, see Kerio VPN  Client —— User’s Guide
(http://www.kerio.com/kwf-manual).

2. VPN clients will connect only to the headquarters server. No settings for VPN clients

are required at the branch office server(s).

2.15 LAN Hosts Configuration

TCP/IP parameters for the hosts that are used as the domain server and as the FTP server
must be configured manually (its IP address must not be changed):

e [P address — we will use the 192.168.1.2 address (refer to chapter 2.5),

e Default gateway — use IP address of the appropriate firewall interface
(192.168.1.1),

e DNS server — since Microsoft DNS is running on the host, the system sets the local
loopback address (loopback — 127.0.0.1) as the primary DNS server.
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2.15 LAN Hosts Configuration

Internet Protocol {TCP/IP) Properties

General

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

i+ Lge the following IP address:

IP address: 192 .188. 1 . 2
Subnet magk: I 285 255285, 0
Default gateway: 192 .188. 1 . 1

€ Dbtain DME server address autamatizally

* Use the following DMS server addresses

Preferred DMS zerver: I 127 .0 .0

—_

Alternate DMS zerver: I

Advanced... |
(] I Cancel |

Figure 2.42 TCP/IP configuration on the file/FTP server

Set automatic configuration (using DHCP) at all workstations (it is set by default under
most operating systems).
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Internet Protocol {TCP/IP) Properties

General | Alternate Configuration I

Y'ou can get |P gettings azsigned automatically if your network, supports
thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

* Obtain an IP address automatically

™ Use the fallowing |P address:

|F addresa; I
Subnet magk: I
[Mefault gateway: I

* Obtain DMS server address automatically
= Use the fallowing DMS server addresses
Breferred NS semer: I

alternate NS zemen I

Advanced... |
(] I Cancel |

Figure 2.43 TCP/IP configuration on workstations
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Chapter 3
Configuration of the LAN in a filial office

For quick configuration of the filial’s LAN, it is possible to follow similar method as for
the headquarter’s network (see chapter 2). The only difference is the DNS configuration.
Supposing that there is no domain server or any other DNS server in the filial’'s network.
The WinRoute’s DNS Forwarder will be used as the primary DNS server.

3.1 Configuration of network interfaces of the Internet gateway

Set a fixed IP address (e.g. 10.1.1.1) at the firewall’s interface connected to the local
network. Set the same IP address as the primary DNS server (this ensures that also DNS
queries from the local host will be forwarded to the DNS Forwarder — this is important
especially in case that dial-up connection is used). Make sure that no default gateway is
set on this interface!

Follow the ISP’s instructions to set the interface connected to the Internet.
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Chapter 3 Configuration of the LAN in a filial office

Internet Protocol {TCP/IP) Properties

General
Y'ou can get |P gettings azsigned automatically if your network, supports

thiz capability. Othenvize, you need to azk vour network, administrator for
the appropriate [P settings.

= Obtain an IP address automatically

i+ Lge the following IP address:

IP address;
Subnet magk:

Default gateway:

[10.1 .1 .1

| 255 . 255 . 255. O

€ Dbtain DME server address autamatizally

* Use the following DMS server addresses
[10.1 .1 .1

Preferred DMS zerver:

Alternate DMS zerver: I

Advanced... |
4 I

Figure 3.1 Filial — configuration of the firewall’s local interface

Cancel |

3.2 DNS Forwarder Configuration

In the DNS Forwarder configuration, enable simple DNS resolution. Use the When resolv-
ing name... entry to specify the local DNS domain, i.e. filial.company.com.

It is recommended to add a record about the server (or about other hosts to which a fixed
IP address will be assigned) to the hosts file .
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3.2 DNS Forwarder Configuration

*.| DNS Forwarder McAfee

Proven Secsity™

DS Forwarding |

[+ Enable DNS Forwarding

—DMS Farwarding

" Forward DMS queries to the server automatically selected from DNS serwers known to the operating system

{* Forward DMS queries to the specified DS serveris)

DMS Server(s): |155. 19.22.1;155,19.1.1 IUse semicolons [ ; ) to separate individual entries,

[+ Enable cache For Faster response ko repeated queries Clear cache |
v Use custom Farwarding Define. .. |

—Simple DNS resolution

Before forwarding a query, try to find name in:

v ‘'hiosts' File Edit file... |

[¥ DHCP lease kable

‘When resolving name from 'hosts' file or lease table combine it with DNS domain below:

IFiIiaI.companv.cum

Figure 3.2 Filial office — DNS Forwarder configuration

#: "hosts’ file | x|
Find | I (] 4 | Zancel | ‘
# entry should be kept on an individual line, The IP address should LI

# be placed in the first column Followed by the corresponding host name.,
# The IP address and the host name should be separated by at least one
# space,

#

# Additionally, comments (such as these) may be inserted on individual

# lines or Following the maching name denoted by a '#' symbal.

#

# For example:

#

# 102.54.94,97  rhino.acme.com # s0Urce server
# 353.25.63.10  x.acme.com # x client host

127.0.0.1 localhost
10.1.1.1 SEFver

Figure 3.3 Filial — adding a record about the server to the 'hosts’ file
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3.3 DHCP Server Configuration

In the DHCP server configuration, define IP range for hosts in the filial’s LAN. Use the IP
address of the firewall’s local interface (10.1.1.1) as the DNS server address.

s Address Scope | x|

Descripkion: IFiIiaI office local network,

—acope definition

First address: |1III.1.1.1III Last address: |1III.1.1.254
Metwark mask; |255.255.255.EI Exclusions. .. |

¥ Lease time: |4 2 davis) ||:| - |EI =

—options

v Default gateway: I 10.1.1.1

v Comain name server: |1I:|.1.1.1

[~ WINS name server: |

v Daomain name: IFiIiaI.cDmpany.cDm

Advanced. ., |

(] 4 Zancel |

Figure 3.4 Filial — setting range for IP addresses leased by the DHCP server
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Chapter 4
Interconnection of the headquarters and branch
offices

This chapter provides information on interconnection of headquarters and branch office
servers by an encrypted channel (“VPN tunnel”). The following example describes only
the basic configuration of a VPN tunnel between two networks. No tips related to access
restrictions or other specific settings are included here. For example of a more complex
VPN configuration, refer to the Kerio WinRoute Firewall — User Guide document.

The configuration consists of two parts: settings in the headquarters and settings of the
filial. It is supposed that both networks have been already configured as described in
chapter 2 and that connection to the Internet is available.

Information related to the example

For better reference, review the figure providing a graphical description of intercon-
nected networks, including their IP addresses.

lnmnr—m ' im XF ual "‘]
‘N’Drks}uhuﬂ / N;r:?: fﬂi E_;EfIIJ:::-—I]
o
I

|”"5F'|"= 1821601, 1LL -

\ u |-||.||s _i sus 21,12 Internet

_l-" III -
Wﬂ'rk’m'“’“ Eerio Winkoute Firewall
Kerio MailServer
I —_-H
1321680 2=
i = (] ~.J;é

‘Warkslalion Dramain conbraller
+ FIP smrver LRRE:T;

10.1.1.1 |

FLES-ELI- TN ]

Figure 4.1 Example of configuration of a network with assigned IP addresses

47



Chapter 4 Interconnection of the headquarters and branch offices

The headquarters uses IP addresses 192.168.1.x with the network mask
255.255.255.0 and with DNS domain company.com. The branch office uses IP
addresses 10.1.1.x with network mask 255.255.255.0 and with the subdomain
filial.company.com.

4.1 Headquarters configuration

1. Select the VPN server item in the Interfaces tab under Configuration / Interfaces.
Double-click it (or use the Edit button) to open a dialog where parameters for the
VPN server can be set. Check the Enable VPN server in the General tab.

Note: A free subnet which has been selected for VPN is now specified automatically
in the VPN network and Mask entries. There is no reason to change the network.

3 YPN Server | x|

General IDNS |.ﬁ.dvanced |

¥ Enable YPM server

—IP address assignment

Assign IP addresses ko WPR clients using nekwork:
WP network: |1?2. 17.1.0 Mask: |255.255.255.EI

—33L Certificate

Carmrman Marme: | SEFYer, COMpany., cam

Organizakion: | Company Inc.

Fingerprint: I F2:bb:08:b7: 8o 4o fd: b5 92:80: 2f: 9b:fa:bE: ¥ a:de

Zhange 33L Certificate. ..

Figure 4.2 Headquarters — VPN server configuration
Click on Change SSL certificate. Use the Generate Certificate button to generate a SSL
certificate of the VPN server (ID of the server).
Note: It is recommended to later replace this generated certificate with a certificate

authorized by a reliable public certification authority.

2. Create a passive end of the VPN tunnel (the server of the branch office uses a dy-
namic IP address). Specify the remote endpoint’s fingerprint by the fingerprint of
the certificate of the branch office VPN server.
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4.1 Headquarters configuration

¥ Generate Certificate 7 x|
—Attributes
Hoztname™ Iserver.cumpany.u:u:um

Organization Mame: IEDmpan_l,l Iz,

Organization Lnit; IIT

City: ISanta Clara

State or Province: IEaIifu:urnia

Country™ I [Inited States LI

The required fields are marked with an asterisk [*).

ak Cancel |

Figure 4.3 Headquarters — creating of the VPN server’s SSL certificate

Complete the Local Traffic rule (created by the Network Rules Wizard — see chap-
ter 2.4) with the VPN tunnel.

Note: The Firewall traffic and the Kerio VPN service rules are shown at figure 4.5 —
both of them are necessary for establishment of the VPN tunnel.
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¥: Add ¥PN Tunnel | x|

General I.-’-'-.dvanu:ed |

—General
% MName af the tunnel:
ITunneI to branch office
— Configuration

{~ Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

{* Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

Remote endpoint's S50 certificate fingerprint:

Ida:EF":EE:?f:'I 0:18:0F af: ae: aach44:b3:17: 4305

checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by

[Metect remote certificate..

Figure 4.4 Headquarters — the passive endpoint of the filial office’s VPN tunnel

Mame S0urce Destination Service #ction | Translation
B Local Traffic o= AN =LA & Any o
€ Firewal €3 Firewal
£ WP clients £y wPn clisnts
5 Tunnel bo branch office |55 Tunnel ko branch office
B Fireveall Traffic € Firewal O Internet & Any o
B service kerio vPr |7 Internet €5} Firewall 4 Kerio WP |4

Figure 4.5 Headquarters — adding the VPN tunnel to the traffic rules

4. In the configuration of the DNS Forwarder (refer to chapter 2.6), enable the Use
custom forwarding. Define rules for the filial.company.com domain. Specify the
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4.2 Configuration of a filial office

server for DNS forwarding by the IP address of the remote firewall host’s interface
(i.e. interface connected to the local network at the other end of the tunnel).

¥ Custom DNS forwarding 7 x|
Domain/Mebwmork. | OMS Serverz)] |
192.168.1.0/256.255.255.0 19216811
COMPAEnY. com 192.168.1.1
Add... Edi.. Bemove |
............................ T

Figure 4.6 Headquarters — DNS forwarding configuration

4.2 Configuration of a filial office

1. Select the VPN server item in the Interfaces tab under Configuration / Interfaces.
Double-click it (or use the Edit button) to open a dialog where parameters for the
VPN server can be set. Check the Enable VPN server in the General tab.

Note: A free subnet which has been selected for VPN is now specified automatically
in the VPN network and Mask entries. There is no reason to change the network.

Press Advanced and then click on Change SSL Certificate. Use the Generate Certifi-
cate button to generate a SSL certificate of the VPN server (ID of the server).

Note the fingerprint of the generated certificate — it will be required during the
definition of the VPN tunnel at the headquarters.

Note: It is recommended to later replace this generated certificate with a certificate
authorized by a reliable public certification authority.
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3 YPN Server | x|

General IDNS |.ﬁ.dvanced |

¥ Enable YPM server

—IP address assignment

Assign IP addresses ko WPR clients using nekwork:
WP network: |1?2. 17.2.0 Mask: |255.255.255.EI

—33L Certificate

Common Manme: | server, filial. company. com

Organizakion: | Company Inc.

Fingerprint: Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Zhange 33L Certificate. ..

Figure 4.7 Filial office — VPN server configuration

#¥: Generate Certificate 7 x|
—Attributes
Hoztname™ Iserver.fiIiaI.u:u:umpan_l,l.u:u:um

Organization Mame: IEDmpan_l,l Iz,

Organization Lnit; IIT

City: ISan Joze

State or Province: IEaIifu:urnia

Country™ I [Inited States LI

The required fields are marked with an asterisk [*).

ak Cancel |

Figure 4.8 Filial — creating of the VPN server’s SSL certificate

2. Create an active end of the VPN tunnel (the branch office server uses a dynamic IP
address). The fingerprint of the VPN server certificate can be set simply by clicking
on Detect remote certificate.
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¥: Add ¥PN Tunnel | x|

General I.-’-'-.dvanu:ed |

—General
% Mame of the tunnel:
ITunneI to company headquarters
— Configuration

{* Actively connect to the remote endpoint

Select this if vou can specify the hostname or [P address of the remote endpoint and
thie remote endpoint can accept incoming connections.

Remote endpoint hoztname or IP address:

Iserver.cnmpany.cnm
{~ Paszzively accept the connection only

Select this if the remote endpoint uzes dynamic [P address or iz unable to accept
incoming connections.

—Settings for remaote endpaint

Local endpoint's 551 certificate fingerprint;

Ida:EF":EE:?f:'I 0:18:0F af: ae: aachd44:b8:17: 43:05

Remote endpoint's S50 certificate fingerprint:
I?2:I:uI:u:EIB:I:uF":Bu::4:::f4:I:|5:EE:BD:EF:Eb:fa:bE:?a:dc

The authenticity of the remote endpoint during the creation of a tunnel sezsion is verfied by
checking its public 551 certificate - the fingerprint of the certificate received from the
remate endpoint must match the fingerprint entered here.

Detect remote certificate. ..

Figure 4.9 Filial — the active endpoint of the VPN tunnel to the headquarters

3. Complete the Local Traffic rule (created by the Network Rules Wizard — see chap-
ter 2.4) with the VPN tunnel.

Mame Source Destination Service Ackion | Translation

B Local Traffic o= Lan = Lan & any ¥

=
ﬁ-} Firgwall f:j Firewall

55 Tunnel to company headquarkers |55 Tunnel to company hea

B Fireweall Traffic E:jl Firewall :': Inkernet & Any 1/

M service kerio v | nternet € Firewal iy Kerio WPN [

Figure 4.10 Filial — adding the VPN tunnel to the traffic rules
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Note: The Firewall traffic and the Kerio VPN service rules are shown at figure 4.10 —
both of them are necessary for establishment of the VPN tunnel.

4. In the configuration of the DNS Forwarder (refer to chapter 2.6), enable the Use
custom forwarding. Define rules for the company.com domain. Set the IP address of
the headquarter’s domain server (192.168.1.2) which is used as the primary server
for the company.com domain as the DNS server used for forwarding.

¥ Custom DNS forwarding EEd

Domain/Mebwmork. | OMS Serverz)] |
192.168.1.0/256.255.255.0 192168.1.2
COMPAEnY. com 192.168.1.2

Add... Edi.. Bemove |

Cancel |

Figure 4.11 Filial — DNS forwarding configuration

4.3 VPN test

Configuration of the VPN tunnel has been completed by now. At this point, it is recom-
mended to test availability of the remote hosts from each end of the tunnel (from both
local networks).

For example, the ping or/and tracert operating system commands can be used for this
testing. It is recommended to test availability of remote hosts both through IP addresses
and DNS names.

If a remote host is tested through IP address and it does not respond, check configura-
tion of the traffic rules or/and find out whether the subnets do not collide (i.e. whether
the same subnet is not used at both ends of the tunnel).

If an IP address is tested successfully and an error is reported (Unknown host) when
a corresponding DNS name is tested, then check configuration of the DNS.

Note: VPN clients connecting to the headquarters server can access both the headquar-
ters and the branch office (the access is not limited by any restrictions). Therefore, it is
recommended to test connection to both networks also from the VPN client.
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